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The Parliament adopts the present organic law.

Chapter |
GENERAL PROVISIONS
Article 1. Purpose of the law

The purpose of the present law is to guaranteeptbection of the person’s rights and
freedoms with regard to its personal data procgssicluding the protection of the rights to
private life inviolability, to personal and famibgecret.

Article 2.Area of enforcement

(1) The present law regulates relations regarthegpersonal data processing, carried out by
legal entities and natural persons, by use of aaticrmeans or without use of such means, if the
personal data processing without use of these mm@anssponds to the character of the actions
(operations) performed with the personal data leyafsautomatic means.

(2) The present law shall be applied to relatitwas arise in the following situations:

a) the personal data processing, carried out by leggties or natural persons, who are not
on the territory of the Republic of Moldova, by mgj during the processing, the means
which are on the territory of the Republic of Moldo

b) the personal data processing carried out on théorgr of the Republic of Moldova
within the activity of the authorized institution;

C) the personal data processing performed in the fnarieof prevention and investigation
activity of the infringements or other activitiearded out in the criminal procedure
domain, according to the law.

(3) The present law shall not be applied to retetithat arise in the following situations:

a) the personal data processing performedabyral persons exclusively for their personal
and family needs, if the rights of the personaadatbjects are not violated by this;

b) the personal data processing, if the peisdata are qualified, in the established way, as
information which constitutes state secret.

Article 3. Legislation

The legislation in the field of personal data pssieg consists of the Constitution of the
Republic of Moldova, Convention for the ProtectiohIndividuals with regard to Automatic



Processing of Personal Data, Additional Protocah® Convention, other international treaties
the Republic of Moldova is party of, the presemt End other normative acts.

Article 4. Basic Terms

The following basic terms are used in the presant |

personal data - information about a natural person, which perntisdirect or indirect
identification;

personal data subject - natural person who is a carrier of personal data;

personal data holder - any legal entity or natural person which orgasiaad performs the
personal data processing, as well as any legalyemtinatural person which identifies goals,
essence and means of the personal data processing;

personal data processing - any operation or set of operations carried oupersonal data
during collection, recording, organization, storagedjustment, adaptation, modification,
exclusion, consultation, access offering, use stemdissemination, blocking or destruction;

personal data transfer - the placing of personal data at a third partlisposal by their
holder.

consent of the personal data subject — any free, unconditional, concrete and conscious
manifestation of will, by which the subject alloti® processing of his personal data.

Chapter II
BASIC CONDITIONS OF PERSONAL DATA PROCESSING

Article 5. Characteristic of Personal Data

Personal data, which are the object of processimgj] be:
a) obtained lawfully and processed appropriately;
b) collected for definite purposes and not used irag iWwcompatible with those purposes;

c) adequate, relevant and non excessive in relatiothgéopurpose for which they were
collected;

d) accurate and, if it is necessary, updated in due;ti
e) keptin a form which permits the identificationtbe subject to the extent that is required
by the purpose for which those data were collected.
Article 6. Personal Data Processing

(1) The processing of the personal data shall be eggdawith the unconditional consent of
the personal data subject, with the exception ®fctises provided by law;

(2) The consent for personal data processing can laleédy personal data subject. The
countermand of the consent can’t have a retroaefieet.

(3) The written consent of the personal data subjechi® personal data processing shall
include the following information:

a) the personal data subjects’ name, surname, fatharige, address, state’s identification
number (IDNP), number of the identification documetate of issue of the mentioned
document and information about authority which é&bsthis document;

b) the title (name, surname, father's name) and addoé the personal data holder which
obtains the consent;

c) the purpose of the personal data processing;
d) the list of personal data for the processing ofclwtthe consent is given;



e) the list of actions with personal data for the ifliifent of which the consent is given,
general description of personal data processingthaus, used by the holder of such
data;

f) the consent’s period of validity, as well as theywhthe consent’s recalling;

(4) In case of personal data subject’s incapacityctivesent for his personal data processing
is given in written by the legal representativeéhe personal data subject.

(5) In case of the personal data subject’s death,dhseamnt for his personal data processing is
given in written, by the successors of the persdag subject if the personal data subject didn’t
give such kind of consent during his life.

(6) The consent of personal data subject is not negess$een:

a) the personal data are collected for fulfillment axities which are in the field of
competence of public authorities;

b) the goal of personal data processing is the exatof a contract, one of the parties to
which is the personal data subject;

c) the personal data processing is done for statisticather research purposes, with the
condition of obligatory personal data depersonabna

d) the personal data processing is necessary for tbqgbion of life, health or other
important vital interests of the personal data ecthjif obtaining its consent is
impossible;

e) the personal data processing is necessary foreigliof postal dispatches by postal
communication organizations, for realization byceignic communication operators of
the calculations with the users of communicatiowvises for the offered communication
services, as well as for examination of the claminthe users of communication services.

Article 7. Processing of Special Categories of Pensal Data

(1) The personal data revealing racial or ethnic origwlitical or religious beliefs, personal
data concerning health or sexual life, as well as delating to criminal conviction constitute
special categories of personal data.

(2)  The processing of special categories of persortal gtaall be executed only if the written
consent is offered by the personal data subject.

(3) In case of the person’s restricted or limitedal capacity, the processing of special
categories of personal data is executed only ie ch®btaining the written consent of his legal
representative.

4) The processing of special categories of peisdata without the written consent of the
personal data subject is allowed in the followiages:

a) when the personal data are accessible topde public;
b) when the processing is necessary for the groteof life, physical integrity or health of
the concerned person or of another person;

c) when processing is necessary for preventiveigimeg setting the diagnosis, prescribing
medication on condition that the processing of eepe data will be executed by a
health worker who is subject to the professionalfidentiality or by any other person
who is subject to an equivalent obligation regagdionfidentiality;

d) when the processing is necessary for justiceraplishment.

e) when the law provides explicitly this necessitorder to ensure the protection of state’s
security, on condition that the processing will dene respecting the rights and
fundamental freedoms of the person, set by this law



Article 8. The personal data sources accessible ¢pen public

(1) In order to provide population with necessary infation, sourcesf personal data may
be created (including handbooks, phone books, addagendas and other similar sources of
information) accessible to the open public, whicAyninclude surname, name, father's name,
year and place of birth, address, telephone numbfmmation regarding the profession and
other personal data offered by the subject.

(2) Information about the personal data subject camxmuded at any moment from the
personal data sources accessible to the open pubtice request of the personal data subject or
on the basis of a court or other competent auibsritlecision.

(3) In case the personal data holder collects perstatal from public sources or from other
personal databases available to the open pubédyalder of these data is obliged to inform the
personal data subject about the content, naturéhengurposes of their use.

(4)  The use of the public personal data may be pradbit the following cases:
a) in case of the written request of the personal salgect;
b) in case of the decision of a law enforcement body.

Article 9. Personal data storage and modification

(1) The conditions and time periods of personal dabaage are established by the law,
taking into consideration the purposes of thesa dallection and observing the rights and
fundamental freedoms of the personal data subfdter expiration of the storage time, the
personal data shall be destroyed in the way estaddiby the law.

(2) Personal data from the state registers, from theamb of suspension of their utilization,
may remain for permanent storage receiving theitgtatf archive document.

(3) The personal data holder is obliged tooditice modifications into the data content on the
personal data subject’s initiative, on conditionpsbviding documentary confirmation of the
reliability of these data, or on own initiativegases stipulated by the law.

(4)  After the accomplishment of the operations @fspnal data processing, if the concerned
person has not given its written consent for theither processing for other purposes, the
personal data holder is obliged to destroy thentramsmit them to another holder with the
consent of the person.

Article 10. Rights of personal data subject

(1)  Any personal data subject, during the personal piateessing, shall be enabled:

a) to have access to his personal data, to obtainnfobemation about the personal data
holder, about his location, purpose and personality

b) to require information about his personal data,cwhinave been processed, about the
origins of the information on these data, includigere they were transmitted or where
they will be transmitted,;

c) to require, from the personal data holder, the sidjent of his personal data, their
blocking or destruction in case they are incomplebsolete, incorrect, illegally received
and are not necessary for the declared procesaip@ge, as well as to take the necessary
measures provided by the law in order to defendigis;

d) to obtain information on confirmation of the fadt personal data processing by the
holder of these data, purposes and methods ofmockssing, the time of undertaking of
last modifications on personal data of personah datbject, as well as the information
with legal consequences for the personal data supgnerated by their processing;

e) to make objections against his personal data psougsf these data will be used for
commercial purposes;



f) to submit a complaint on actions or inactions @ plersonal data holder to the competent
body for the protection of personal data subjedggts or to a court;
g) to defend the legal rights and interests, includimgobtain compensation for material
and/or moral damages in the court.
(2) The right of the personal data subject to s€des personal data is limited in case when
the personal data processing, including those médaas a result of operative investigation,
counter-espionage and espionage activity, is chioid with the purpose of country’s defense,
state’s security and public order protection.

Chapter IlI
CONTROL IN PERSONAL DATA PROTECTION SPHERE
Articlell. Supervisory body in personal data procesing sphere

(1) The control over the compliance of personal datacgssing with the present law
provisions is performed by the National CenterRPersonal Data Protection (named hereinafter
the Center), which acts independently, impartially in respettpublic authorities. The Center
has a seal and a heading with the image of the &eblem of the Republic of Moldova and
with the Center’'s name. The heading contains &ledCenter’s address.

(2)  The staff of the Center is consists of public setyvand contracted employees, employed
through a contest within the provisions of the $égion in force. The structure of the Center,

staff-limit and duties of the servants and emplsyaee regulated by a statute adopted by the
Parliament.

(3) A Consultative Council by the Center is createdvoluntary principles. In its activity,
the Consultative Council is ruled by the provisiahshe law.

(4) The Center elaborates and approves annually tHenprary draft budget of the Center
and presents it to the Government to be includetienstate budget, keeping the administrative
independence.

(5)  The Center has the following competences:

a) supervises the observance of the legislation oornmétion protection and controls its
enforcement, in particular the right to informati@tcess, correction, appeal or removal
of data;

b) offers necessary instructions for adjusting thesgeal data processing in accordance
with the present law’s principles, without affectinhe field of competence of other
bodies;

c) examines the personal data subjects’ addressesropliance of the personal data
content and the processing methods with the prowessirposes and undertakes the
relevant decisions;

d) presents information to personal data subject$iein tights regarding their personal data
processing;

e) requires necessary information for the performaotcés duties and receives free of
charge this information from legal entities andunal persons;

f) realizes the control of information on personabdatcessing or involves in such kind of
control other public authorities within their contgece;

g) requires from the personal data holder the adjustm#ocking or destruction of the
invalid or illegally obtained personal data;

h) undertakes necessary measures, in the way prowgethe law, on suspension or
stopping of the personal data processing, perforbhediolation of the present law’s
requirements;



i) addresses requests to judicial authorities foreototg the rights of the personal data
subjects and represents their interests in thesour

j) keeps the register of the personal data holders;

k) obtains from the personal data holders the negessaport and information for carrying
out the Center’s attributions;

[) draws up reports on the violation of the present la the way established by the law;

m) transmits to prosecuting bodies and other laforeament bodies the materials for
decision making on beginning criminal prosecutioncase of delinquency indicators
presence regarding the violation of the rights efspnal data subjects according to
competences;

n) informs the public authorities, as well as peed data subjects, on the basis of their
petitions and interpellations, on the existing aiton in the field of protection of personal
data subjects’ right;

o) informs periodically the institutions and sdgi@bout its activity, about the priority
problems and concerns in the field of rights prooecof the person;

p) other functions provided by the law.

(6) The Center presents annually, until the 15Viairch, a report on its activity for the
previous calendar year to the Parliament, the &easiof the Republic of Moldova and the
Government. The annual report of the Center isip@d in the Official Gazette of the Republic
of Moldova.

(7) Confidentiality shall be guaranteed to thespeal data, known by the Center during its
activity.

(8) In the fulfillment of their duties, the offals of the Center are enabled to have free access
to the premises and territory of personal datadrslénd to the necessary documents, except for
the documents that contain information qualifiedtate secret.

(9) Persons holding positions with responsibitifyany level shall present to the Center the
required materials and documents regarding persdaual protection within the period of 15
days, if the request does not provide for anotinee frame.

{Art.11 modified through the Law Nr. 141-XVI of 26.06.2008, in force of 01.08.2008}

Article 11/1. Director and Deputy Director of the Genter

(1) The Center is led by a Director, appointedhy Parliament by the majority of votes of
the elected deputies on the proposal, dependirigeonase, of the Chairman of the Parliament, a
parliamentary fraction or at least 15 deputies,dd years mandate. The person appointed as
Director may not hold this post for more than tvemgecutive mandates.

(2) The Director exercises the general managenwénthe Center, co-ordinates the
employees’ activity, employs and discharges th# sfathe Center, approves the functional
duties of the personnel, organizes preparatiomotial reports and presents them in the plenary
session of the Parliament, represents the ingfituti the country and abroad.

(3) While exercising his attributions, the Direci® assisted by a Deputy Director, appointed
in function by the Parliament, on the proposal lné Director of the Center, for a 5 years
mandate. During the absence of the Director of @emter, the Deputy Director exercises
temporary the duties of the Director.

(4) Every person, who has the citizenship of thepublic of Moldova, with higher law
education and has at least 5 years of professexp@rience in the field of protection of human
rights and freedoms, may be appointed as Direct®reputy Director of the Center.

(5) The post of the Director and the Deputy Dioecdf the Center are assimilated with
regard to the public title and salary with the egdoosts of the central public authorities.



(6) During the period of exercising their mandatee Director and the Deputy Director of
the Center may not belong to any political partyptirer political structures, may not be engaged
in other public or private activities with the eptien of teaching and scientific activities, have
no right to possess directly or indirectly capitalues of commercial societies or enterprises that
deal with the domains that are within the Centeospetence.

(7) The Director and the Deputy Director of then@e continue to exercise their functions
until these functions will be undertaken by theicsessors, excepting the cases of pre-term
cessation of exercise of their duties.

(8) The mandate of the Director and that of th@ule Director of the Center ceases pre-
term in the following situations:

a) resignation;
b) incompatibility with other public or privaterations;
c) dismissal;

d) impossibility to exercise the mandate more ti®&n days, certified by means of a
specialized medical examinations;

e) decease.

(9) The proposal for dismissal of the Directoititod Center may be submitted, depending on
the case, by the Chairman of the Parliament, aapaehtary fraction or at least 15 deputies in
the following situations:

a) a serious breach of the functional duties, plediby the legislation;
b) a final conviction sentence.

(10) The proposal for dismissal of the Deputy Dioe of the Center may be submitted by the
Director of the Center, a parliamentary fractiorableast 15 deputies in the following situations:

a) a serious breach of the functional duties, plediby the legislation;

b) a final conviction sentence.

{Art.11/1 included through the Law Nr. 141-XVI of 26.06.2008, in force of 01.08.2008}

Article 12. Register of personal data holders

(1) The Center creates and administrates the persatahdlders register in order to register
the personal data holders. The personal data Isofdgister shall contain:

a) information regarding the databases, which conta@nsonal data;

b) title or name of the personal data holder;

c) purpose and method of collecting and use of petstata;

d) juridical regime and storing period of the persahati;

e) categories and groups of personal data subjects;

f) sources of origin of personal data;

g) responsible persons for personal data processing;

h) measures of security and confidentiality ensuring.

(2) The way of creation of the personal data regist established by law.
(3) Personal data holders are obliged to registdreaCenter.

{Art.12 modified through the Law Nr. 141-XVI of 26.06.2008, in force of 01.08.2008}



Chapter IV
CONFIDENTIALITY AND SECURITY OF PERSONAL DATA PROCE SSING
Article 13. Confidentiality of personal data

(1) The personal data holders and third parties, whaimméd access to personal data, shall
ensure the confidentiality of such data, exceptimg cases stipulated in paragraph (3) of the
present Article.

(2) From the moment of data subject’ decease, perstatal related to him are used for
archive or other purposes set by the law with tleesssors consent.

(3)  Ensuring the confidentiality of personal data is mecessary:
a) in case of request submission by the personalsidject;
b) in case of personal data depersonalization;

c) concerning the personal data accessible for opblicpu
d) after the expiration of 100 years of personal dédaage, from the moment of their input
into the database.

Article 14. Security of personal data processing

(1)  While processing the personal data, the persont@ dalder is obliged to undertake
organizational and technical measures necessargeimonal data protection against illegal or
accidental access, destruction, modification, blog:kcopying, spreading, as well as other illegal
actions.

(2) Requirements regarding the ensuring of persona daturity in the process of their
processing in the framework of informational systemf personal data are set by the
Government.

(3)  The control over the execution of the requiremesetsby the Government according to
the paragraph (2) of the present Article is madéeyCenter.

{Art.14 modified through the Law Nr. 141-XVI of 26.06.2008, in force of 01.08.2008}
Article 15. Personal data depersonalization

(1) For scientific, statistical, sociologic, medicalk.epurposes, the personal data holder
depersonalizes them, by withdrawing from its framogthe part that permits the identification
of the natural person, transforming them into amooys data, which can not be associated with
an identified or identifiable person.

(2) In case of depersonalization, the confidential megiset for respective personal data is
canceled.

Chapter V
TRANSBORDER TRANSFER OF PERSONAL DATA
Article 16. Transborder transfer of personal data

(1) The present Article is applied in the case of tanacross national borders, whatever
support is used, of personal data, which are suligegrocessing or are collected with the
purpose to be subject of such processing.

(2) Personal data, that are on the territory of theuRbkp of Moldova and destined to be
transferred to other states, are protected in deome with the present law.

(3)  The transborder transfer of personal data, thasalogect to a processing or are going to
be processed after the transfer, can be made icabe when the respective state ensures an
adequate level of protection of the rights of peedalata subjects and of the data destined for the



transfer, as well as in other cases according ¢ointernational agreements the Republic of
Moldova is party of.

(4) The level of protection is established by the Centaking into consideration the
conditions, in which the data transfer is perforimegpecially the nature of the data, the purpose
of the data transfer and processing, the countryir@l destination, the legislation of the
requesting state.

(5) In the case when the Center concludes that thé déyeotection offered by the state of
destination is unsatisfactory, it may prohibit theta transfer.

(6) The transfer of personal data to the states thahatoensure an adequate level of
protection, can be made only:
a) with the written consent of the personal data sttbje

b) in case of the need to sign or execute an agreeanemtcontract between the personal
data subject and their holder, or between the hatlthese data and a third party in the
interest of the personal data subject;

c) if the transfer is necessary to protect the riglessdoms or interests of the personal data
subject;
d) in case when personal data are accessible to public

{Art.16 modified through the Law Nr. 141-XVI of 26.06.2008, in force of 01.08.2008}

Chapter VI
RESPONSIBILITY

Article 17. Responsibility for breaking the presentiaw

(1) For violation of the present law, the guilty persame responsible according to the civil,
administrative and criminal legislation.
(2) The sanctions for violation of the present lawapplied by the competent court.

Chapter VI
FINAL AND TRANSITIONAL PROVISIONS
Article 18.

(1)  The Parliament, within the term of 3 months frora tiate of approval of the present law,
approves the Statute of the National Center fosdteal Data Protection.
(2)  The Government within the term of 3 months:

a) shall present to the Parliament suggestions regagittie harmonization of the legislation
with this law;

b) shall harmonize their normative acts with the pnésaw;

c) shall ensure the harmonization of the normatives aftcentral public administration
authorities with the present law.

CHAIRMAN OF THE PARLIAMENT Marian LUPU

Chisinau, 15 February 2007.
Nr. 17-XVI



