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REASONS FOR ORDER

INTRODUCTION

[1] Thisis an application by the Attorney Genera of Canada pursuant to section 38.04 of the
Canada Evidence Act, R.S.C. 1985, c. C-5 (the“ Act”). The respondent, Mohammad Momin
Khawaja, faces criminal chargesin relation to a conspiracy to commit terrorist actsin the United

Kingdom. Anindictment has been preferred against him in the Ontario Superior Court of Justice
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alleging atotal of seven counts under sections 83.2, 83.18(1), 83.21, 83.03(a), 83.18 and 83.19 of

the Criminal Code, R.S.C. 1985, c. C-46.

[2] The arrest of the respondent took place on March 29, 2004 in Ottawa. On the following day,
six individuals were arrested in the UK. A seventh was taken into custody in Pakistan and later
arrested on February 8, 2005 when he returned to the UK. Thetria of the seven accused in the UK
began on March 21, 2006 and resulted in ajury verdict on April 30, 2007. Five of the accused were
convicted of terrorism related offences and have been sentenced to lengthy prison terms. Two were
acquitted. The UK caseisknown as* Operation Crevice”. In Canada, the RCMP labelled their

investigation “Project Awaken™.

[3] According to affidavit evidence filed in these proceedings, a Mr. Khawga stria the
prosecution will be introducing viva voce evidence from a number of witnesses, sound and video
recordings, documents including €l ectronic communications reduced to writing, and other evidence.
In the exercise of the prosecution’s continuing obligation to ensure that the respondent’ sfair trial
rights under the Canadian Charter of Rights and Freedoms are respected, as stipulated in R. v.
Stinchcombe, [1991] 3 S.C.R. 326 [Sinchombe], alarge quantity of material has been assembled
and disclosed to the respondent some of which has already been used as evidence in the UK tria
and may beintroduced in the forthcoming trial of the respondent, subject of courseto its

admissibility under Canadian legal standards.

[4] The disclosure process began in June of 2004 and has continued thereafter on aperiodic

basis. Some 98, 822 pages have been disclosed to date. Among the disclosure materias relating to
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the UK evidence served on counsdl for the respondent on July 8, 2005, subject to an undertaking
that it be used only for the purpose of the criminal trial, were 226 CDs containing intercepted
conversations; 13 VHS surveillance videotapes, an exhibit list prepared for the UK Crown
Prosecutor; indexes of statements prepared by the Metropolitan Police; transcripts and surveillance
records; photographs taken of the respondent at Heathrow Airport on February 20, 2004 and a
closed circuit television tape of the respondent entering and leaving an addressin London on the

same date.

[5] | mention the quantities of material disclosed to offer some perspective regarding the scale
of this proceeding. Among the disclosed material, ardatively small number of documents have
been identified in which there isinformation that the Attorney General seeksto protect from
disclosure or further disclosure. Some 515 documents were originally filed with the Court. In the
course of the ex parte proceedings, it came to the Court’ s attention that nine of these documents
were not in fact subject to the section 38 proceedings and were not served on the respondent as a
result. Eight of these documents are work products of the prosecution and subject to solicitor-client
privilege. The ninth isalist of the US marsha s that were assigned to protect the witness Babar
during the UK trial. The final number of documents before the Court istherefore 506. These
documents consist of several thousands of pages, among which are about 1700 pages on which
information has been redacted. The documents were assembled from the operationa, investigative
and adminigtrative files of several agenciesincluding the Royal Canadian Mounted Police (RCMP),
the Canadian Security Intelligence Service (CSIS) and the Canada Border Services Agency
(CBSA). The documentsinclude information obtained in confidence from foreign intelligence and

law enforcement agencies.
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[6] With the exception of afew documentsidentified during the ex parte hearings for which
protection is no longer sought, the Attorney General maintains the position that disclosure of this
information will harm Canada s national security and/or international relations. The applicant is not
alleging injury or harm to Canada s national defence interests, the third ground upon which

protection from disclosure may be sought under section 38.04 of the Act.

[7] The applicant seeks to have the statutory prohibition on disclosure set out in paragraph
38.02(1)(a) of the Act confirmed by the Court. Alternatively, the applicant requests that the Court
exercise its discretion under subsection 38.06(2) of the Act to disclose the information in aform and
subject to such conditions as are most likely to limit any injury to national security or international

relations.

[8] The respondent has made it clear that he is not seeking the disclosure of any information that
would reveal sengitive investigative techniques, the identity of any undercover operatives of law
enforcement and/or intelligence agencies, or the targets of any other investigation. The respondent
asserts, however, that the withholding of much of the redacted material is not justifiable given the
prosecutor’ s concession that it is relevant. The respondent argues in the alternative that should the
Court deem it necessary to protect national security and/or international relations, the information
should be disclosed subject to any reasonable conditions such as prohibiting subsequent disclosure

and/or requiring that the disclosed information be utilized only in closed-court proceedings.

[9] In these reasons | outline the background to the application, describe the information at issue

in general terms, discuss the legal issuesraised, the principlesthat | have applied and the
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conclusions | have reached about the material in question. The overal question that is before me to
determine is whether the statutory bar to disclosure should be confirmed. Given the volume of the
information and the varying claims that are being made for its protection arriving at a determination
of that question will require anumber of specific decisions. Those decisonswill be set out in a
schedule to be attached to the order that will issue shortly reflecting the conclusions described at the

end of these reasons.

PROCEDURAL HISTORY

[10]  Subsection 38.01(1) of the Act provides that every participant who, in connection with a
proceeding, is required to disclose, or expects to disclose or cause the disclosure of, information that
the participant believesis "sendtive information” or "potentialy injuriousinformation” shall, as
soon as possible, notify the Attorney General of Canadain writing of the possibility of the
disclosure, and of the nature, date and place of the proceeding. " Sengitive information™ as defined
by the Act, isinformation relating to international relations or national defence or national security
in the possession of the Government of Canada, whether originating from inside or outside Canada,
and of atype that the government is taking measures to safeguard. "Potentially injurious
information” meansinformation of atypethat, if it were disclosed to the public, could injure

international relations or nationa defence or national security.

[11]  On October 25, 2006 the senior prosecutor in this case, David McKercher, gave notice to the

Attorney General that he isrequired to disclose or expects to disclose information that would
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potentially be injurious to international relations or national security or both. That notice concerned

444 documents consisting in total of about 1, 500 pages.

[12] On November 1, 2006 the Attorney General advised Mr. McKercher of his decision to
authorise disclosure of part of the information and of the fact that (a) notice was given to the
Attorney Genera and (b) that an application was being made to the Federal Court under subsection
38.04(2) of the Act. A Notice of Application wasfiled in the Court the same day together with a

motion for directions.

[13] Atthedirection of Chief Justice Allan Lutfy, the Notice of Application and motion record
was served on counsel for the respondent on November 2, 2006. The matter was thereafter case-
managed by the Chief Justice pursuant to Rule 383 of the Federal Court Rules through a series of
private teleconferences with counsel for both parties and ex parte conferences with counsel for the

Attorney General.

[14] Anex parte affidavit attaching as exhibits 18 binders containing the 444 documentsin
unredacted form was filed by counsdl for the applicant on November 8, 2006. The affidavit and
exhibits have been kept confidential by the Court in a secure location. An additional four ex parte
affidavits made by intelligence and law enforcement officers respecting the content of the binders
were sworn and filed on behalf of the applicant between November 15 and 20, 2006. A private
affidavit made by an R.C.M.P. officer attaching the redacted versions of the 18 binders as an exhibit

was served on counsel for the respondent on November 21, 2006 and filed with the Court on
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November 23" . An additional five private affidavits made by officers of several departments and

agencies of the Government of Canada were served and filed on November 20, 2006.

[15] On November 16, 2006 Mr. McKercher gave a second notice to the Attorney Genera
respecting an additional group of documents. The same day the Attorney General authorized
disclosure of the fact that notice had been given with respect to the additional documents. On
December 5, 2006, the Attorney Genera notified Mr. McKercher of his decision to authorize
disclosure of part of the information contained in the documents. A further four ex parte affidavits
were filed on behalf of the applicant on December 11, 2006 attaching as exhibits five additional
binders of documents. Three private affidavits were served on the respondent together with the
redacted versions of the five binders of exhibits and were filed with the Court on December 19,
2006. Counsel for the respondent conducted cross-examinations of five of the affiants who had

made private affidavits on January 25 and 29, 2007.

[16] On February 6, 2007, the Chief Justice granted leave to the applicant to amend his Notice of
Application dated November 1, 2006. An amended Notice of Application was filed on February 7,
2007 addressing both groups of documents for which protection is sought by the Attorney Generd.
By order dated February 19, 2007, the Chief Justice fixed dates for the filing of the parties

memoranda of fact and law.

[17]  Inaccordance with section 38.11 of the Act, the teleconferences with counsel over which
the Chief Justice presided in his capacity as case management judge were held in private. Similarly,

the affidavitsfiled by the applicant and served on counsel for the respondent as evidence in support
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of the application and the cross-examinations of the affiants wereinitially treated as private by the
Court and the parties. In this context, “private” means counsel for both parties participated but the
conferences were not open to the public. Similarly, documents filed as private were served on the

opposing party but were not publicly accessible through the Court Registry.

[18] On February 5, 2007, Chief Justice Lutfy rendered his decision in Toronto Star Newspapers
Ltd. v. Canada, 2007 FC 128 [Toronto Sar]. At issue was a motion which challenged the
constitutionality of subsections 38.04(4), 38.11(1) and 38.12(2) of the Act. In particular the
Toronto Star alleged that the impugned provisions infringed the open court principle, whichisa
core democratic value inextricably linked to the fundamental freedoms of expression and of the
media protected under section 2(b) of the Canadian Charter of Rights and Freedoms, and that the

infringement could not be justified under section 1.

[19] The provisions at issue respectively required that confidentiality be maintained in respect
of al applications made pursuant to section 38; that section 38 application hearings be heard in
private; and that confidentiality be maintained in respect of all court records related to a section 38
proceeding. Aswas noted by the Court at paragraph 18, the combined effect of subsections 38.04(4)
and 38.12(2) in the case at bar was to deny the Toronto Star and the public generally accessto the
section 38 application and al court records associated with the designated proceeding. This, despite
the fact that the existence of the proceeding was aready public knowledge, and that certain portions

of the proceeding did not concern secret information.
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[20] The Chief Justice highlighted that there were in fact two types of hearingsin a section 38
proceeding: sessions at which all of the parties are present but which are nonethel ess closed to the
public (private sessions) and sessions which take place in the absence of one or more of the parties
(ex parte sessions): Toronto Star, above at para. 32. With respect to the former, the Chief Justice
emphasized that there is no secret information disclosed. He noted further that the constitutionality
of the later had not been raised in the case before him: Toronto Sar, above at paras. 33-34. The
Chief Justice also stipulated that his ruling was only applicable to those cases in which the existence

of the designated proceeding had been made public: Toronto Sar, above at para. 22.

[21]  The Chief Justice outlined that it had in fact been accepted by both parties that the impugned
provisions violated the open court principle and therefore infringed section 2(b) of the Canadian
Charter of Rights and Freedoms: Toronto Sar, above at para. 24. The focus of the decision was
therefore on whether the impugned provisions could be saved under section 1 of the Charter, and if

not, what the appropriate congtitutional remedy was that should apply.

[22] By way of comparison to the Supreme Court of Canada decision in Ruby v. Canada
(Solicitor General), [2002] 4 S.C.R. 3 [Ruby] wherein similar provisions of the Privacy Act, R.S.C.
1985, c. P-21 were considered, the Chief Justice noted that the Supreme Court had found in that
case that the mandatory statutory requirement to exclude the public from portions of the review
hearing when there existed no risk that national security information or foreign confidences could
be disclosed, was overbroad. The Chief Justice held that the same reasoning applied with equal
forcein the context of section 38 proceedings, finding that “the impugned provisions do more than

isminimally required to safeguard the secret information and therefore trench unduly on the open
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court principle”: Toronto Sar, above at para. 70. He accordingly concluded that the impugned
provisionsfailed at the minimal impairment branch of the Oakes test and could not be saved under

section 1 of the Charter.

[23] Insetting out the appropriate remedy, again referring to the Ruby decision by way of
comparison, the Chief Justice read down the impugned sections to apply only to the ex parte
representations provided for in subsection 38.11(2): Toronto Sar, at para. 83. Asin Ruby, the
Chief Justice outlined that the effect of his decision was that private sessionsin section 38
proceedings would be presumptively open to the public, where the existence of those proceedings

was aready public knowledge.

[24] Counsdl for the parties were informed on February 15, 2007 that the undersigned had been
designated by the Chief Justice to determine the section 38 application in this matter. At a
conference with counsel on March 6, 2007 | advised them that | was adopting the Chief Justice's
reasons in Toronto Star as my own, and considering that the existence of the proceedings was
already public knowledge, | would therefore apply section 38.11 in the present case as it had been
read down in that decision. Thus the March 6, 2007 conference was open to the public and the
formerly “private” affidavits and cross-examinations were subsequently made available for release
to the public on request, by the Registry. Similarly, memoranda of fact and law filed by the parties
were also made accessible to the public with afew minor redactions to black out certain names. The
hearing of oral submissions from both parties on March 30, 2007 on the merits of the application

was conducted in an open courtroom and these reasons are public.
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[25] The applicant filed a separate ex parte Memorandum of Fact and Law and nine ex parte
affidavits. The evidence of four witnesses was heard ex parte and in camera over the course of
eleven hearing daysin March during which 8 additional exhibits were filed. This evidence has been

kept confidentia as required by the statute.

[26] On March 15, 2007 counsel for the respondent served and filed a Notice of Constitutional
Question indicating the respondent’ s intent to challenge the congtitutiona validity of subsection
38.11(2) of the Act. The grounds cited by the respondent in the Notice were, in essence, that his
Charter rightsto afair and public hearing and to make full answer and defence, and the open court
principle, as protected by sections 7, 11(d) and 2(b) of the Charter, were unjustifiably infringed by

the ex parte proceedings provided for by this subsection, and utilized in this case.

[27] OnMarch 28, 2007 counsel for the respondent submitted a request that | disqualify myself
from hearing the application by reason of my involvement in the development of amendments to
section 38 which were adopted through the Anti-Terrorism Act, S.C. 2001, c.41, known beforeits
enactment as Bill C-36. In reasons delivered at the outset of the hearing on March 30, 2007, |
declined to recuse mysdlf from hearing the application on the merits, but agreed to step aside to
allow the constitutional question to be decided by another judge, not for the reason put forward by
the respondent, but because of the ex parte evidence and submissionsthat | had aready heard. |
proceeded to hear argument from counsel for the parties on the merits of the application on the same
date, advising them that | would reserve a decision until such time as the congtitutional question was

determined by another judge.
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[28] Inthe course of the hearing on March 30, 2007 | reminded counsdl for the respondent that it
was open to him to request an opportunity to make ex parte representations to the court to assist it in
determining what information might be of help to the respondent in making his defence. Counsel at
that time indicated that anything that would tend to show what had been offered a material witness
in exchange for histestimony would be useful. The respondent did not subsequently request an
opportunity to make ex parte representations and did not provide any further submissions asto what

information might be of assistanceto hisclient.

[29] Argumentson the constitutional question were heard by the Chief Justice on April 4 and 19,
2007. While awaiting hisdecision | continued my review of the documents and read each of the
redacted references in the approximately 1700 pages of material. As required by subsection
38.11(2), | heard ex parte ora representations from the applicant on April 17, 2007 and
subsequently have received a number of responsesin writing to questions | have raised. Counsel for
the Attorney General has also provided, at my request, atable of concordance between the materials
disclosed to the respondent and the exhibitsin the 23 binders served upon him. Thiswill be
provided to counsel for the respondent to assist him in comparing the content of the bindersto the

other materials which he has received.

[30] Chief Justice Lutfy rendered his decision on April 30, 2007. | completed my deliberationsin
this matter following the release of that decision, wherein the Chief Justice dismissed the
respondent’s motion. The Court found that section 38.11(2) was in accordance with sections 7 and
11(d) of the Charter, and justifiably infringed section 2(b): Canada (Attorney General) v. Khawaja,

2007 FC 463 at paras. 59 and 63 [Khawaja].
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OVERVIEW OF THE INFORMATION

[31] Theinformation at issue on this application is contained in 23 four inch binders consisting
of 506 documents varying in size from afew pages to several hundred. Within the pages of these
documents, which have largely been disclosed in unredacted form to the respondent, there are about
1700 pages containing the information which the Attorney General seeksto protect. Whileit took a
considerable amount of time to read through the 23 binders, the 1700 pages are less than 2% of the
total volume of 98, 822 pages of materia disclosed to the respondent in the criminal proceedings.
The claimsfor protection under section 38 range in scale from a series of successive pages entirely
redacted to isolated and brief references scattered amongst many pages of unredacted materia. In
some documents, there are a so extensive claims of privilege at common law or under section 37 of

the Act which the Crown may assert at trid.

[32] Atfirgtimpression, the materid in the twenty-three binders consists, in large part, of the
miscellaneous flotsam and jetsam that collects in police files in the course of amgjor crimina
investigation. It is not evidence which the Crown will seek to introduce against the accused at trial.
That evidence has been disclosed to the respondent. Nor isthe information evidence of an
exculpatory nature. Indeed it is difficult to see how it could be of assistance to the defence. The only
realistic possibility in my view is that some of this material might be used, as counsel for the
respondent has suggested, in cross-examination of withesses at trial. | find even that use doubtful,

having read each of the several thousand pieces of information.
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[33] Thereisconsiderable repetition within the redacted documents, as the same information was
often collected by each member of the investigation team as Project Awaken unfolded. It appears
that the large team of investigators assembled for the project all attended the same briefing sessions,
all took notes of the same information, prepared reports from their notes and thereafter repeatedly
recycled the same content in various forms. Information provided on paper was a so entered
electronically into one or more of the severa document management systems which the RCMP
seems to have been operating ssmultaneously during the course of thisinvestigation. The same
information repeatedly appears in investigators notes and case files, in print-outs of the electronic
entries, in periodic task and status reports and briefing notes to senior personnel. It does not become

more materia through repetition.

[34] Theredacted pagesin thefirst set of 23 binders served on the respondent and filed with the
Court in November and December 2006 did not distinguish clearly between information subject to
the section 38 claims for protection at issue in the present case and that which may be subject to
other claims of privilege not at issue, such as under section 37 of the Act or at common law. Itis
apparent from my review of the material that there are many pages of redactions which include only
sporadic or brief references for which section 38 claims are being made. This obscures the limited
scope of these proceedings and confuses the role of this court with that of the trial judge who must

determine whether any of the other claims of privilege can be sustained.

[35] Toillustrate, document 4511 consists of one of the investigator’ s notes for the period April
13, 2004 to August 23, 2005. The original notes comprise 187 sequentially numbered pages. The

redacted version served on counsel for the respondent in the November binders consists of 74
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pages. Page 32 of 74, containing the investigator’ s notes for Wednesday, February 23, 2005, is
blacked out almost completely in the redacted version. On that page there are two brief references
for which section 38 claims are made. Oneis asingle line naming persons who attended a meeting
at 10:00 am. on that date and the other isto athree letter acronym for the name of an agency. The
remainder of the redactions relate to other claims of privilege but it is not clear from the redacted
document what is section 38 based and what is not or the grounds for claiming the privilege. There

are many other non section 38 redactions in these pages.

[36] Inan effort to address this problem, afresh affidavit accompanied by arevised 23 volumes
of redacted materials was served on the respondent on February 28, 2007 and filed with the Court
on March 1, 2007. This new set is comprised of the same documents as those produced in this
matter as exhibitsto affidavits dated November 17 and December 19, 2006 with the exception that
the new documents include the date the document was printed, the page number and a document
identification number at the bottom of each page. The document identification numbers range from
0018 to 6938 corresponding to the number of documents disclosed to the respondent. A table of
concordance between these numbers and those of the documents disclosed to the respondent was

prepared at the Court’ s request and will be provided to counsel for the respondent.

[37] Thenew set of documents distinguishes between the redactions related to section 38 of the
Act and those related to other claims of privilege which the prosecution may seek to assert in the
crimina proceedings. Thiswas done by including anotation, “s.38 CEA” or “CEA s.38” where
appropriate. Where a claim to protect the information under other types of privilege is being sought,

there is anotation including the letter “V” and a number on the redacted information. Thisrefersto
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“V —codes’, an RCMP interna classification system to identify information which may be subject
to privilege claims. The V-code notations a so appear in the margins of the documents contained in
the original set of 23 bindersfor al of the redacted materia including the section 38 claims. It
showed, for example, whether the section 38 claim was for third party information or to protect

operational techniques.

[38] Whiletheintentionin preparing the revised set of binders may have been to draw aclear
distinction between the material subject to this application and any claim of privilege that might be
raised before the tria judge under section 37 of the Act or at common-law, the practical effect was
to provide rather less information to the respondent about the nature of the information for which a
section 38 claim ismade. By removing the V-codes from the redacted materia subject to the
section 38 claim, the reader isleft with no inkling asto the type of information sought to be
protected. It remains open to counsel for the respondent, as was acknowledged during the March 30,
2007 hearing, to compare the February binders with the earlier set in an effort to determine the

genera nature of the information for which a section 38 claim is being made.

[39] From my own review of the material and the evidence heard ex parte, the v-code notations
do not aways accurately reflect the content of the redacted information. For example, document
0025 contains five pages of notes made by amember of the investigative team on February 29,
2004. The cover sheet bears as the reason for non-disclosure the code V-11. On Exhibit 1 to the
cross-examination of Inspector Chesley Parsons on January 25, 2007 this codeis said to relate to the
protection of the privacy or security of athird party. While the names of third parties appear in

document 0025, the justification advanced by the Attorney General on the application for the
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protection of the redacted information in this document isthat it reveal s investigative techniques and

operational methods.

[40] To addressthisconcern, the schedule prepared by the Court briefly describes the nature of
the claims for which protection is sought by the Attorney General with respect to the section 38

redactions in each document.

[41] Subject to some additiona pieces of information that had been overlooked by the
investigators in the course of vetting these documents for the purpose of this application and which
were identified by witnesses in the course of the ex parte hearings, the portions of each document
which the Attorney General seeks to protect from disclosure are clearly highlighted in colour in the

materia filed with the court.

[42] Theex parte affidavitsfiled with the court identify and categorize in detail the nature of the
risks of injury claimed by the Attorney General with specific reference to each document containing
sensitive or potentialy injurious information. The testimony of the witnesses heard in camera and
ex parte elaborated upon these concerns. Each witness first provided an overview of the nature of
the interest of each agency in the material before the court, their relationships with foreign agencies
and their concerns about the injuries that might result from disclosure of the information. This

evidence was similar to that in the public affidavits.

[43] Counsd for the Attorney Genera then took each ex parte witness to the documents
contained in the 23 binders. The witnesses were asked to describe each item of redacted information

and explain why it was considered necessary to protect it from disclosure. As each page containing
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redactions was addressed, the paper copy bearing the coloured highlighting was presented to the
witness and the court reviewed the same page. The court directed questions to the witness, in the
nature of cross-examination, to explore and challenge the claims for protection. Where the
information was subject to third party express or implied caveats, questions were directed at
determining what efforts had been made or continued to be made to seek the consent of the third
parties to disclosure. In particular, the witnesses were pressed as to what knowledge they had asto
the UK proceedings and the evidence publicly disclosed therein. The relevance of the v-codes was

also explored.

[44] Approximately 350 of the 506 documents contain what may be described generally as
internal administrative information such as the names, telephone or fax numbers of agency
employees; internal file numbers; or references to the existence or identities of covert officersin
Canadaor abroad. As stated by counsel for the respondent at the public hearing on March 30, his

client does not seek disclosure of this type of information.

[45] Whilethereisoverlap among the claims found in the 506 documents, approximately 260
documents refer to the operational methods and techniques of the agencies and telecommunications
systems. References to human sources (other than material witnesses) appear in at least 8
documents. These are also categories of information for which counsel for the respondent indicated
that his client did not seek disclosure.

[46] Ongoing investigationsinto targets or persons of interest other than the respondent are the
subject of information contained in 138 of the documents for which the Attorney General seeks

protection. Approximately 140 documents related to information received in confidence from
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foreign third parties or to their involvement in the investigation, some of which wasinadvertently
disclosed as part of the disclosure process. Thisincluded, for example, references to the names and
positions of officials who corresponded with the RCM P during the course of their investigation and
footers in documents indicating to whom the content of the information was being released and that
it was subject to originator control. Much of thisinformation isinnocuous, indeed banal, but forms
part of documents subject to caveats permitting further disclosure solely on consent. | expect that
the name of the US Legd Attaché in Ottawa at the relevant time is within the public domain. Itis
difficult to understand how disclosure of his name would cause injury but where the name and
office appears as part of a document, the entire contents are subject to such caveats. Disclosure of

thisinformation would not, in any event, assist the respondent.

The United Kingdom information

[47] Some of the confidential information received was provided by UK intelligence and law
enforcement agencies. As noted above, much of the evidence which the Crown will seek to
introduce at the tria of the respondent was collected in Britain. My understanding isthat this
evidence has been fully disclosed to the respondent. Some of the evidence tendered by the
prosecution in the Crevice trial was the subject of an evidentiary exclusion order and a publication

ban imposed in the UK trial.

[48] A certified copy of the UK exclusion order and publication ban was filed in evidence by the
applicant. The ruling was issued on Friday, January 13, 2006 and concerned the admissibility of

evidence identifying persons (Mohammed Siddique Khan and Shehzad Tanweer) who were alleged
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to have associated with some of the Crevice defendants on occasions during 2003 and 2004. The
two named individuals were, it is alleged, two of those involved in the bombings of the London
underground system on July 7, 2005. The evidence, sought to be adduced by the prosecution, was
excluded on the grounds that it was not probative of afact inissuein thetria. The UK publication
ban has now been lifted by thetria judge and the information which it covered is now public

knowledge.

[49] Themost significant document within the information received from the UK authorities
which the Attorney General seeks to protect in these proceedingsis an intelligence report. Evidence
was received ex parte and in camera that the originating agency was asked whether the information
could be disclosed in the present proceedings or had been disclosed in the Crevicetrial. Theforeign
agency’ sresponse, on record in the court file, was that there is no consent to disclose and further,
that the report had not been disclosed in the Crevicetria. Theseinquiries were initially made when
the section 38 application was being prepared in October, 2006 and repeated, at the court’s

direction, during the March hearings.

[50] From my review of the materia, thisinformation is not evidence that will be used against

the accused, nor does it go to exculpate him or to undermine the Crown’s case.

The FBI interviews of Mohammed Junaid Babar
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[51] A large proportion of the substantive third party information which the Attorney Genera
seeks to protect in these proceedingsis contained in a series of reports of interviews with
Mohammed Junaid Babar conducted by FBI agentsin New Y ork City following hisreturn to the
USin March 2004. Hewasinitially picked up as amaterial witness. These reports were provided to
the RCMP in the form of “letterhead memoranda’ with caveats restricting their further use or
distribution without the express consent of the FBI. They appear, repetitively, in about 20 of the
documentsin the 23 binders as copies or prints of electronic versions of the originas and thereis

frequent reference to their content in other documents.

[52] Babar isaUS citizen of Pakistan origin. Heis alleged to have met members of the Crevice
conspiracy in Pakistan and the UK. Babar entered into a plea agreement with the US Attorney for
the Southern Didtrict of New Y ork in June 2004 and subsequently pleaded guilty to five terrorism
related charges including "conspiracy to provide materia support or resources’ to Al Qaeda. He

testified in the UK trial under immunity and is expected to testify against the respondent.

[53] Thereports of the FBI interviews with Babar in the |etterhead memoranda do not consist of
verbatim transcripts nor are they the actual notes taken by the agents during the interviews. Rather

they appear to be abstracts of the agents' notes.

[54] Inpreparation for the respondent’ strial, the RCMP requested that the FBI declassify and
release the interview reports. The FBI declined to do so on the grounds that the documents contain
information relating to ongoing operational issues. It is clear from the material itsef that the FBI

agents who interviewed Babar were interested in obtaining information about other matters that

2007 FC 490 (CanLlI)



Page: 22

could possibly pose athreat to US security which Babar may have learned about during histravels,
beyond those related to Crevice. Information of that nature is not material to the case against the

respondent.

[55] TheFBI reviewed dl of the information they had obtained from Babar prior to June 2006
and provided an unclassified 99 page document that is found as document 6883 in the binders. That
document has been disclosed to counsel for the respondent. | have carefully reviewed it and
compared it to the FBI's letterhead memoranda containing the reports of the interviewsin the 23
binders. During the ex parte hearings | closdly examined an RCMP witness with regard to the
accuracy of the document and at my request, an exhibit was filed with the court identifying the
differences between the unclassified document and the interview reports. Those differences are not,

in my view, materia to the respondent’s case.

[56] The materialsaso contain the statement taken from Babar by two RCMP officersand a
member of the Metropolitan Police on March 14, 2005. That statement has been disclosed to the
respondent inits entirety and is found in document 2046. The Attorney General seeksto protect just
two lines of that 67 page document which refer to the subject of an on-going investigation. Those

two lineswill not assist the respondent.

[57] Other information of significance contained in the 23 binders relating to Babar concernsthe
plea agreement he entered into with the US authorities. The formal agreement is set out in aletter to
his attorney dated May 28, 2004 from the office of the United States Attorney for the Southern

District of New York. That letter was entirely redacted in document 1676 served on the respondent
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in these proceedings. At the court's direction, afurther inquiry was made concerning the position of

the US authorities with respect to this document and they have consented to itsrelease. The

transcript of Babar’ s pleas before the US District Court on June 3, 2004 was initially sealed by order

of that court. That order was subsequently rescinded. The transcript of his arraignment and pleas has

been disclosed to the respondent. Babar isto be sentenced by the District Court following the

completion of histestimony in the UK and Canadian proceedings.

LEGISLATIVE FRAMEWORK

[58] Subsections 38.01(1) and 38.02(1), and sections 38.04 and 38.06 of the Act are of particular

relevance to the present application. They state the following:

Notice to Attorney General of Canada

38.01 (1) Every participant who, in connection
with a proceeding, is required to disclose, or
expects to disclose or cause the disclosure of,
information that the participant believesis
sensitive information or potentially injurious
information shall, as soon as possible, notify
the Attorney General of Canadain writing of
the possibility of the disclosure, and of the
nature, date and place of the proceeding.

Disclosure prohibited

38.02 (1) Subject to subsection 38.01(6), no
person shall disclosein connection with a
proceeding

(8) information about which noticeis given
under any of subsections 38.01(1) to (4);

Application to Federal Court - Attorney
General of Canada

Avisau procureur général du Canada

38.01 (1) Tout participant qui, dans le cadre
d'une instance, est tenu de divulguer ou prévoit
de divulguer ou de faire divulguer des
renseignements dont il croit qu'il sagit de
renseignements sensibles ou de renseignements
potentiellement prgudiciables est tenu d'aviser
par écrit, dés que possible, le procureur généra
du Canada de la possibilité de divulgation et de
préciser dans|'avislanature, ladate et lelieu
del'instance.

Interdiction de divulgation

38.02 (1) Sousréserve du paragraphe 38.01(6),
nul ne peut divulguer, dansle cadre d'une
instance:

a) lesrenseignements qui font I'objet d'un avis
donné au titre de I'un des paragraphes 38.01(1)
a(4);

Demande a la Cour fédérale: procureur
général du Canada
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38.04 (1) The Attorney General of Canada
may, at any time and in any circumstances,
apply to the Federa Court for an order with
respect to the disclosure of information about
which notice was given under any of
subsections 38.01(1) to (4).

Application to Federal Court —general

(2) If, with respect to information about which
notice was given under any of subsections
38.01(2) to (4), the Attorney General of
Canada does not provide notice of adecisionin
accordance with subsection 38.03(3) or, other
than by an agreement under section 38.031,
authorizes the disclosure of only part of the
information or disclosure subject to any
conditions,

(a) the Attorney Genera of Canada shal apply
to the Federa Court for an order with respect
to disclosure of the information if a person
who gave notice under subsection 38.01(1) or
(2) isawitness;

(b) aperson, other than awitness, who is
required to disclose information in connection
with aproceeding shall apply to the Federal
Court for an order with respect to disclosure of
the information; and

(c) aperson who is not required to disclose
information in connection with a proceeding
but who wishesto discloseit or to causeits
disclosure may apply to the Federa Court for
an order with respect to disclosure of the
information.

Notice to Attorney General of Canada

(3) A person who appliesto the Federal Court
under paragraph (2)(b) or (c) shal provide
notice of the application to the Attorney
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38.04 (1) Le procureur généra du Canada peut,
atout moment et en toutes circonstances,
demander ala Cour fédérae de rendre une
ordonnance portant sur ladivulgation de
renseignements al'égard desquelsil arecu un
avis au titre de I'un des paragraphes 38.01(1) a

(4).

Demande a la Cour fédérale: dispositions
générales

(2) S, en ce qui concerne des renseignements a
I'égard desquelsil arecu un avisau titrede l'un
des paragraphes 38.01(1) a (4), le procureur
général du Canada n'a pas notifié sadécision a
I'auteur de l'avis en conformité avec le
paragraphe 38.03(3) ou, sauf par un accord
conclu au titre de l'article 38.031, il aautorisé
ladivulgation d'une partie des renseignements
ou a assorti de conditions son autorisation de
divulgation:

a) il est tenu de demander ala Cour fédérale de
rendre une ordonnance concernant la
divulgation des renseignements s la personne
qui l'aavisé au titre des paragraphes 38.01(1)
ou (2) est un témoin;

b) la personne - al'exclusion d'un témoin - qui
al'obligation de divulguer des renseignements
dans le cadre d'une instance est tenue de
demander ala Cour fédérae de rendre une
ordonnance concernant la divulgation des
renseignements,

c) lapersonne qui n'a pas|‘obligation de
divulguer des renseignements dans le cadre
d'une instance, mais qui veut en divulguer ou
en faire divulguer, peut demander ala Cour
fédérale de rendre une ordonnance concernant
ladivulgation des renseignements.

Notification du procureur général

(3) Lapersonne qui présente une demande ala
Cour fédérale au titre des alinéas (2)b) ou c) en
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Generd of Canada.

Court records

(4) An application under thissection is
confidential. Subject to section 38.12, the
Chief Administrator of the Courts
Administration Service may take any measure
that he or she considers appropriate to protect
the confidentiality of the application and the
information to which it relates.

Procedure

(5) Assoon asthe Federal Court is seized of an
application under this section, the judge

(&) shall hear the representations of the
Attorney Genera of Canada and, in the case of
aproceeding under Part 111 of the National
Defence Act, the Minister of National Defence,
concerning the identity of al partiesor
witnesses whose interests may be affected by
either the prohibition of disclosure or the
conditions to which disclosureis subject, and
concerning the persons who should be given
notice of any hearing of the matter;

(b) shall decide whether it is necessary to hold
any hearing of the matter;

(c) if he or she decides that a hearing should be
held, shall

(1) determine who should be given notice of the
hearing,

(ii) order the Attorney General of Canadato
notify those persons, and

(iii) determine the content and form of the
notice; and

(d) if he or she considersit appropriate in the
circumstances, may give any person the
opportunity to make representations.

Disclosure agreement

(6) After the Federa Court is seized of an
application made under paragraph (2)(c) or, in
the case of an appeal from, or areview of, an
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notifie le procureur généra du Canada.

Dossier du tribunal

(4) Toute demande présentée en application du
présent article est confidentielle. Sous réserve
del'article 38.12, I'administrateur en chef du
Service adminigtratif des tribunaux peut
prendre les mesures qu'il estime indiquées en
vue d'assurer la confidentialité de la demande et
des renseignements sur lesquels elle porte.

Procédure

(5) Desque laCour fédérae est saisie dune
demande présentée au titre du présent article, le
juge:

a) entend les observations du procureur généra
du Canada - et du ministre dela Défense
nationale dans | e cas d'une instance engagée
souslerégimedelapartielll delaLoi surla
défense nationae - sur I'identité des parties ou
des témoins dont les intéréts sont touchés par
I'interdiction de divulgation ou les conditions
dont I'autorisation de divulgation est assortie et
sur les personnes qui devraient étre avisées de
latenue d'une audience;

b) décide sil est nécessaire de tenir une
audience;

c) sil estime qu'une audience est nécessaire:
(i) spécifie les personnes qui devraient en étre
avisees,

(ii) ordonne au procureur général du Canada de
les aviser,

(iii) détermine e contenu et les modalités de
l'avis;

d) sil I'estime indiqué en |'espéce, peut donner
aquicongue la possibilité de présenter des
observations.

Accord de divulgation

(6) Apreslasaisine de laCour fédérale d'une
demande présentée au titre de I'alinéa (2)c) ou

2007 FC 490 (CanLlI)



order of the judge made under any of
subsections 38.06(1) to (3) in connection with
that application, before the appeal or review is
disposed of,

(a) the Attorney Genera of Canadaand the
person who made the application may enter
into an agreement that permits the disclosure of
part of the facts referred to in paragraphs
38.02(2)(b) to (d) or part of the information or
disclosure of the facts or information subject to
conditions; and

(b) if an agreement is entered into, the Court's
consideration of the application or any hearing,
review or appeal shall be terminated.

Termination of Court consideration, hearing,
review or appeal

(7) Subject to subsection (6), after the Federal
Court is seized of an application made under
this section or, in the case of an appeal from, or
areview of, an order of the judge made under
any of subsections 38.06(1) to (3), before the
appeal or review isdisposed of, if the Attorney
Genera of Canada authorizes the disclosure of
all or part of the information or withdraws
conditions to which the disclosure is subject,
the Court's consideration of the application or
any hearing, appeal or review shall be
terminated in relation to that information, to
the extent of the authorization or the
withdrawal.

Disclosure order

38.06 (1) Unless the judge concludes that the
disclosure of the information would be
injurious to international relations or national
defence or national security, the judge may, by
order, authorize the disclosure of the
information.

Disclosure order

(2) If the judge concludes that the disclosure of
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I'institution d'un appel ou le renvoi pour
examen d'une ordonnance du juge rendue en
vertu de I'un des paragraphes 38.06(1) a(3)
relativement a cette demande, et avant quiil soit
disposé de I'appel ou de I'examen:

a) le procureur général du Canada peut
conclure avec I'auteur de la demande un accord
prévoyant ladivulgation d'une partie des
renseignements ou des faits visés aux alinéas
38.02(1)b) ad) ou leur divulgation assortie de
conditions;

b) s un accord est conclu, le tribunal n'est plus
sais delademandeet il est misfin al'audience,
al'appel ou al'examen.

Fin del'examen judiciaire

(7) Sous réserve du paragraphe (6), s le
procureur général du Canada autorise la
divulgation de tout ou partie des
renseignements ou supprime les conditions
dont ladivulgation est assortie apreslasaisine
dela Cour fédérae aux termes du présent
article et, en cas d'appel ou d'examen d'une
ordonnance du juge rendue en vertu de l'un des
paragraphes 38.06(1) a (3), avant qu'il en soit
disposg, letribuna n'est plussais dela
demande et il est misfin al'audience, al'appel
ou al'examen al'égard detels des
renseignements dont la divulgation et
autorisée ou n'est plus assortie de conditions.

Ordonnance de divulgation

38.06 (1) Lejuge peut rendre une ordonnance
autorisant la divulgation des renseignements,
sauf sil conclut qu'elle porterait préjudice aux
relationsinternationales ou aladéfenseou ala
securité nationales.

Divulgation modifiée

(2) S lejuge conclut que ladivulgation des
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the information would be injurious to
international relations or national defence or
national security but that the public interest in
disclosure outweighs in importance the public
interest in non-disclosure, the judge may by
order, after considering both the public interest
in disclosure and the form of and conditionsto
disclosure that are most likely to limit any
injury to international relations or national
defence or national security resulting from
disclosure, authorize the disclosure, subject to
any conditionsthat the judge considers
appropriate, of al of the information, a part or
summary of the information, or awritten
admission of factsrelating to the information.

Order confirming prohibition

(3) If the judge does not authorize disclosure
under subsection (1) or (2), the judge shal, by
order, confirm the prohibition of disclosure.

Evidence

(3.1) Thejudge may receive into evidence
anything that, in the opinion of the judge, is
reliable and appropriate, even if it would not
otherwise be admissible under Canadian law,
and may base his or her decision on that
evidence.

I ntroduction into evidence

(4) A person who wishes to introduce into
evidence material the disclosure of whichis
authorized under subsection (2) but who may
not be able to do so in a proceeding by reason
of the rules of admissibility that apply in the
proceeding may request from ajudge an order
permitting the introduction into evidence of the
material in aform or subject to any conditions
fixed by that judge, aslong as that form and
those conditions comply with the order made
under subsection (2).
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renseignements porterait préudice aux
relationsinternationales ou aladéfenseou ala
securité nationales, mais que les raisons
dintérét public qui justifient ladivulgation
I'emportent sur les raisons d'intérét public qui
justifient lanon-divulgation, il peut par
ordonnance, compte tenu des raisons d'intérét
public qui justifient ladivulgation ains que de
laforme et des conditions de divulgation les
plus susceptibles de limiter le préudice porté
aux relations internationales ou ala défense ou
ala séeurité nationales, autoriser, sous réserve
des conditions qu'il estime indiquées, la
divulgation de tout ou partie des
renseignements, d'un résume de ceux-ci ou d'un
aveu écrit desfaits qui y sont liés.

Confirmation de l'interdiction

(3) Dansle casou le juge N'autorise pasla
divulgation au titre des paragraphes (1) ou (2),
il rend une ordonnance confirmant l'interdiction
de divulgation.

Preuve

(3.1) Lejuge peut recevoir et admettre en
preuve tout ément quil estime digne defoi et
approprié - méme s le droit canadien ne
prévoit pas par ailleurs son admissibilité - et
peut fonder sadécision sur cet @ément.

Admissibilité en preuve

(4) Lapersonne qui veut faire admettre en
preuve ce qui afait I'objet d'une autorisation de
divulgation prévue au paragraphe (2), mais qui
ne pourra peut-étre pas le faire a cause des
regles d'admissibilité applicables al'instance,
peut demander a un juge de rendre une
ordonnance autorisant la production en preuve
des renseignements, du résumeé ou de l'aveu
danslaforme ou aux conditions que celui-ci
détermine, dans lamesure ou telle forme ou
telles conditions sont conformes a l'ordonnance
rendue au titre du paragraphe (2).
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Relevant factors Facteurs pertinents

(5) For the purpose of subsection (4), thejudge (5) Pour I'application du paragraphe (4), le juge
shall consider al the factors that would be prend en compte tous les facteurs qui seraient
relevant for a determination of admissibility in  pertinents pour statuer sur I'admissibilité en

the proceeding. preuve au cours de l'instance.

THE ISSUESTO BE DETERMINED

[59] Theissuesto be determined are asfollows:
1) What is the appropriate test to apply under ss. 38.06(2) of the Act?
2) Whether the right to make full answer and defense is applicablein as. 38
proceeding;
3) What if any affect the inadvertent disclosure of some of the information before
the Court should have on the issuance of an order that thisinformation not be further
disclosed;
4) Whether the Court should confirm the prohibition of disclosure, pursuant to

ss. 38.06(3) of the Act, in the present case.

DISCUSSION

0] What isthe appropriatetest to apply under ss. 38.06(2) of the Act?
[60] The partiesarein agreement that the Federal Court must engage in athree step processin
ng whether it should make an order pursuant to section 38.06 of the Act, aswas set out by the

Federa Court of Appeal in Canada (Attorney General) v. Ribic, 2003 FCA 246 at paras. 17-21
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[Ribic]. The parties are also in genera agreement with respect to the nature and onus set out by the
Court of Appeal with respect to the first two stages of the test. They differ however on what exactly

should be considered by the Court in the context of the third stage of the test.

[61] InRibic, the Court of Appeal made it clear that a section 38.04 applicationisnot ajudicia
review, it isonein which the judgeis required to make an initial determination as to whether or not

the statutory ban ought to be confirmed or not.

[62] Thefirst step isto determine whether the information sought to be disclosed is relevant or
not in the usual and common sense of the Sinchombe rule, that is to say whether the information at
issue may reasonably be useful to the defence: Ribic, above at para. 17; seedso R. v. Chaplin,
[1995] 1 S.C.R. 727, at para. 30; Stinchcombe, above at para. 22. Thisisalow threshold; however
the step remains necessary because if the information is not relevant, there is no need to go any
further. This step generally involves an inspection or examination of the information at issue in light
of this purpose, the onus being on the party seeking disclosure to meet this stage of the test: Ribic,

above at para. 17.

[63] The second step isthe determination of whether disclosure of the information at issue would
be injuriousto international relations, national defence or national security, the three grounds listed
in section 38.06 of the Act. This step involves an examination of the information at issue with these

purposes in mind, the ultimate goal being to assess whether or not injury will result from disclosure.
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[64] Itisnottherole of the judge at this stage of the test to second-guess or substitute his or her
opinion for that of the executive. As was highlighted by the Court of Appeal in Ribic at paragraph
19, the Attorney General’ s submissions regarding * his assessment of the injury to national security,
nationa defence or internationa relations, because of his access to specia information and
expertise, should be given considerable weight by the judge required to determine, pursuant to
subsection 38.06(1), whether disclosure of the information would cause the alleged and feared
injury”. Thisisin light of the Attorney Genera’s protective role vis-a-vis the security and safety of

the public.

[65] That being said, “[t]he burden of convincing the judge of the existence of such probable
injury ison the party opposing disclosure on that basis’: Ribic, above at para. 20. In determining
whether this onus has been met, the judge must consider the submissions of the parties and their
supporting evidence. The judge must be satisfied that executive opinions as to potential injury have
afactual basiswhich has been established by evidence: Ribic, above at para. 18, citing Home
Secretary v. Rehman, [2001] H.L.J. No. 47, [2001] 3WLR 877, at page 895 (HL(E)). A mere

assertion of injury istherefore not enough.

[66] Aswas noted by the applicant, this step of the test is assessed on a reasonabl eness standard.
Aswas st out by the Court of Appeal in Ribic at paragraph 19, if the assessment of the Attorney
General “isreasonable, the judge should accept it”. Asis stipulated by subsection 38.06(1), unless
the judge concludes that the disclosure of the information would be injurious to international

relations or national defence or national security, the judge may, by order, authorize the disclosure
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of the information [emphasis mine]. Where ajudge finds that disclosure would result in injury, he or

she must move on to the third and final stage of the inquiry.

[67] Thethird step consists of determining whether the public interest in disclosure outweighsin
importance the public interest in non-disclosure, and it is the party seeking disclosure that bears the

burden of proving that the public interest scaleistipped in itsfavour: Ribic, above at para. 21.

[68] Inorder to properly balance these competing public interests, it is clear that a more stringent
test than relevancy isrequired: Ribic, above at para. 22. As noted by the Federal Court of Apped, if
the courts were to endorse a philosophy of genera disclosure based on mere relevancy, thiswould

“only lead to and incite fishing expeditions’: Ribic, above at para. 13.

[69] Theapplicant assertsthat at this stage of the test, the information should not be disclosed
unless the respondent can demonstrate that the information has a direct bearing on his ability to
demonstrate in his criminal tria that hisinnocence at stake. The applicant argues that the discussion
of informer privilege by the Supreme Court of Canadain Rv. Leipert, [1997] 1 SC.R. 281
[Leipert], and its discussion of solicitor-client privilegein Rv. Brown, [2002] 2 S.C.R. 185 [Brown]

provide a sound policy basis for applying the same approach to the protection of state secrets.

[70] Theapplicant further highlights that the Court of Appeal in Ribic at paragraph 26 noted that
there was “certainly avery important feature of the informer and the State secrecy privileges that

is common to both. The informer privilege's purpose is to protect the safety and the security of
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the informer: part of the State secrecy privilege invoked in the case at bar aims at protecting the

safety and the security of awhole nation.” The Federal Court of Appea went on to note:
27 Bethat asit may, it isnot necessary in this case to determine whether the more
stringent test developed in criminal law should apply athough, in view of the important
feature common to both privileges, | would be inclined to apply that test at least in respect of
matters affecting national security or national defence. | am also sensitive to, and cannot
ignore, the fact that prejudice to international relations may be of such a nature and
magnitude as to compromise national security or defence. ...

The Court of Appeal concluded that since the tria judge had apparently applied the test devel oped

in the civil case of Jose Pereira E Hijos, SA. v. Canada (Attorney General), 2002 FCA 470 [Hijos],

namely whether the information sought would establish afact crucial to the case of the party

seeking it, it would also apply this test asit was more favorable to the accused: Ribic, above at

paras. 27 and 41.

[71] The applicant asserts on this basis that the innocence at stake test should be applied in the
present case under the balancing stage of the test, or in the alternative, that the information should
not be disclosed unless the respondent can demonstrate to the satisfaction of the Court that it will

establish afact crucia to the respondent’ s case.

[72]  Therespondent asserts, and correctly so, that the comments made by the Court of Appeal in
Ribic that support limiting disclosure to the “innocence at stake” exception were made in obiter.
The respondent arguesthat if this approach was applied it would place an impossible burden on the
accused, particularly in light of the fact that much of the Attorney General’ s submissions and

evidence have been tendered ex parte.
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[73] Therespondent argues further that the “probably establish afact crucial to the defence” test
formulated by Rothstein J. in Khan v. Canada (Minister of Citizenship and Immigration), [1996] 2
F.C. 316 (T.D.) [Khan] is a reasonable compromise between the Sinchcombe standard of relevancy

rejected astoo low by the Court of Appeal in Ribic, and the innocence at stake exception.

[74]  Therespondent further highlights however that thisis but one factor that should be
consdered in balancing the relative public interests under the third step of thetest. Asis set out at
paragraph 26 of Khan, “[i]n assessing whether an apparent case for disclosure has been made out,
the following factors have been considered”:

() the nature of the public interest sought to be protected by confidentiality;

(b) whether the evidence in question will "probably establish afact crucia to the

defence’;

(c) the seriousness of the charge or issuesinvolved;

(d) the admissibility of the documentation and the usefulness of it;

(e) whether the [party seeking disclosure] have established that there are no other

reasonable ways of obtaining the information; and

(f) whether the disclosures sought amount to general discovery or afishing expedition.

[citations removed)].

[75] Therespondent is correct in this assertion. Though the second factor was found to have
played asignificant role in the context of the Hijos case, the Court of Appeal in that case cited the
above passage from Khan, recognizing that multiple factors can be taken into consideration by the
Court in conducting its balancing analysis. The question then iswhether thisisin fact the correct

approach to apply at the third stage of the section 38.06 assessment.

[76] The Court of Appea in Ribic recognized that, as a genera rule, “aperson charged with a

criminal offence enjoys aqualified right to disclosure of all information relevant to his or her
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defence’ asthisright is subject to the “ Crown's discretion and the law and rules of privilege’ as set
out in Sinchcombe: Ribic, above at para. 14. The Court of Appeal went on to note that “[w]here the
information to be disclosed or sought to be obtained is sensitive information, a State privilegeto
confidentiality and secrecy istriggered and section 38 of the Act establishesthe procedure by
which the privilegeisto be exer cised and ultimately secured” [Emphasis ming], referring later to

the concept of “ State secrecy privilege'.

[77]  This concept has however been more commonly referred to as “ Crown privilege” or
“public interest immunity”, see for example: D.M. Paciocco and L. Stuesser, The Law of Evidence,
4th Ed. (Toronto: Irwin Law, 2005) c. 7(7) (QL); Hamish Stewart, Evidence: A Canadian
Casebook, 2d ed. (Toronto: Emond Montgomery, 2006) at 817; Alan W. Mewett, “ State Secretsin
Canada’ (1985), 63 Can. Bar Rev. 358 at 359. For example, in Carey v. Ontario, [1986] 2 S.C.R.
637 at para. 38 [Carey], the leading common law decision dealing with Crown privilege, the

Supreme Court found that it was “more properly called apublic interest immunity”.

[78] Carey represents amodern departure from the historical approach of the common law
wherein the need for government secrecy had been seen as paramount. The Supreme Court found in
particular:

85 Divulgenceisal the more important in our day when more open government is sought
by the public. It servesto reinforce the faith of the citizen in his governmental institutions.
This has important implications for the administration of justice, which is of prime concern
to the courts. AsLord Keith of Kinkel noted in the Burmah Oil case, supra, a p. 725, it hasa
bearing on the perception of the litigant and the public on whether justice has been done.

2007 FC 490 (CanLlI)



Page: 35

[79] Having developed in the context of the common law, it isaso generally accepted that public
interest immunity in proceedings under federal jurisdiction are now governed by sections 37

through 38.16 of the Act: Hamish Stewart, above at 818.

[80] Asnoted above, the applicant has argued that the Court should apply the innocence at stake
exception as the only exception to aclaim of public interest immunity in the context of the

ba ancing portion of the test under section 38.06, arguing that the principles annunciated by the
Supreme Court in Leipert with respect to informer privilege, and in Brown with respect to solicitor-
client privilege, provide ample support for this approach. Though there are clearly similarities

between these concepts, thisis not enough to find that the same approach should be applied.

[81] Informer privilege was developed to protect citizenswho assist in law enforcement and to
encourage othersto do the same, it has been described as arule of fundamenta importance to the
criminal justice system. It is precisely because of thisimportance that it has been found that it
cannot be balanced against other interests, it is subject only to the innocence at stake exception:

Leipert, above at paras. 9-14 and 20.

[82] InLeipert, above at paragraph 12, the Supreme Court went on to differentiate between the
nature of informer privilege and other kinds of privilege as follows:. “Informer privilege is of such
importance that once found, courtsare not entitled to balance the benefit enuring from the
privilege against countervailing consider ations, asisthe case, for example, with Crown
privilege or privileges based on Wigmore's four-part test” [emphasis ming]. The Supreme Court

pointed to its earlier decision in Bisaillon v. Keable, [1983] 2 S.C.R. 60 wherein it was recognized
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that although informer’ s privilege and Crown privilege have severa pointsin common they were
distinct concepts. In the case of Crown privilege, the Supreme Court noted that the common law
allowed amember of the executive to make the initial decision, but aso empowered the judge to
review the information and in the last resort to revise the decision by weighing the two conflicting
interests “that of maintaining secrecy and that of doing justice’. In the case of informer privilege,
the Supreme Court found there was no scope for such balancing. Once established, neither the

police nor the court possessed discretion to abridgeit: Leipert, above at para. 14.

[83] Thewording of section 38.06(2) arguably carries on the common law tradition characteristic
of Crown privilege, alowing abalancing of interests to occur. Thiswas explicitly recognized by my
colleague Justice Blanchard in Ribic v. Canada (Attorney General), 2003 FCT 10, in one of two of
his decisions that were dedlt with in Ribic by the Court of Appeal, wherein he described the

operation of subsection 38.06(2) asfollows:

22 Subsection 38.06(2) of the Act does not specify the test or the factors to be considered
in weighing the competing interests nor doesthe Act contemplate an obviousimbalance
between the publicinterest in national security and the publicinterest in the
administration of justice. | am of the view that the Court may consider different factors
in balancing the competing public interests. The breadth of the factors may well vary from
caseto case.

23 Inthecontext of a caseinvolving serious criminal charges, asin thiscase, the
issue of whether theinformation at issuewill probably establish afact crucial to the
defenceisindeed an important factor to betaken into consideration in the balancing
process. Other factorsalso warrant the Court's consider ation such as: the nature of the
interest sought to be protected; the admissibility and usefulness of the information; its
probative value to an issue at trial; whether the applicant has established that there are no
other reasonable ways of obtaining the information; whether the disclosures sought amount
to afishing expedition by the applicant; the seriousness of the charges or issues involved.
[See Jose Pereira E. Hijos, SA. v. Canada (Attorney General) [2002] F.C.J. No. 1658, 2002
FCA 470, Docket A-3-02 at paras 16 and 17]. These factors, by no means congtitute an
exhaustive list. Other factors may al so require consideration in the appropriate
circumstances. It isimportant, in my view, that each application be dealt with on its
own merits.
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[emphasis mine]

[84] Similarly inthe civil case Canada (Attorney General) v. Kempo, 2004 FC 1678 at paragraph
102 [Kempa], the above noted paragraphs were quoted with full support regarding how the
balancing factors should be applied. In this case my colleague, Justice Francois Lemieux, went on to
note:

104 The decision which section 38.06(2) callsfor in this caseis, having aready
decided the disclosure of the redacted information would injure national security, is
whether the importance of the public interest in disclosure outweighs the importance of
the public interest in non-disclosure. I n other wor ds, of those two competing and
legitimate inter ests, which one predominates, is moreimportant or is paramount.

105 The caselaw indicatesthat thisdeter mination of therelative importance of a
particular publicinterest, for example, the public interest in disclosurein civil or
criminal litigation which concerns the fair administration of justice will depend upon
the particular circumstances of each case.

106 For example, Chief Justice Thurlow in Goguen v. Gibson, [1983] 1 F.C. 872, at
881, wrote:

« Inasmall claims action itsimportance might not easily prevail over that of the
public interest in national security or international relations. In a criminal
prosecution for a capital or other serious offence itsimportance could weigh
very heavily if theinformation is shown to be of critical importancefor the
defence or for the prosecution.

107 Inacivil case such as the one before me, the case law instructs me to apply the
factorsidentified in Hijos SA., supra, as endorsed in Ribic, supra.

108 At theoutset of theanalysis, the scales are equally balanced, that is, the
legislation does not in its terms favour the public interest in non-disclosure over the
public interest in disclosure. It isin the application of the factorsthe scales are tipped
oneway or another.

[emphasis mine]

[85] Asnoted by the Supreme Court of Canadain Bell ExpressVu Limited Partnership v. Rex,

2002 SCC 42, [2002] 2 S.C.R. 559 at para.26 [Bell ExpressVu], the modern approach to statutory
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interpretation isthat there is only one principle or approach, namely, the words of an Act areto be
read in their entire context and in their grammatica and ordinary sense harmoniously with the

scheme of the Act, the object of the Act, and the intention of Parliament.

[86] | will therefore focus on the purpose and context of section 38, and the ordinary sense of the
words employed in the context of section 38.06 to determine whether there isin fact any ambiguity

with respect to the approach that should be taken under this provision.

[87] With respect to the purpose of the section 38 provisions, there is no purposive clause
included. That being said, as was noted by the Court in Kempo, above at paragraph 33 it isgenerally
accepted that “[t]hese sections create a comprehensive and self-contained scheme’ that was
established “to protect information that, if it were disclosed, could injure international relations,

national defence or national security”.

[88] TheFedera Court has further described the “purpose’ of section 38 as being “to protect
information where disclosure could be injurious to national defence or international relations’ and
to provide “for judicia oversight of government claims of confidentiality for such information”:
Canada (Director of Military Prosecutions) v. Canada (Court Martial, Administrator), 2006 FC
1532 at para. 56. It has further been noted by the Federal Court of Appeal that “ Section 38 of the
Canada Evidence Act seeksto prevent the public release of information relating to or potentially
injurious to national security in the course of a proceeding before a court” Alnrei v. Canada

(Minister of Citizenship and Immigration), 2005 FCA 54 at para. 74 [Alnre].

2007 FC 490 (CanLlI)



Page: 39

[89] Itisclear that section 38 is meant to be a complete code that outlines the proceduresto be
taken when the release of senditive information that risksinjury to internationa relations, national
defence, or national security is at issue. Keeping this purpose in mind, the ordinary sense of the
provisions and words must also be considered. In thisregard, it is particularly of note that
subsection 38.06(2) specificaly provides for the authorization of disclosure of information in the
form and under the conditions that are most likely to limit any injury to international relations or
national defence or national security. Thisindicates that the release of information in certain
circumstancesis anticipated by the statutory scheme and that the Court is empowered to assess the
degree to which such injury could be limited by the imposition of conditions. Aswas highlighted in
Charkaoui, above at paragraph 39, this“flexibility” was not written into the version of section 38
which existed prior to the amendments enacted by the Anti-terrorism Act. Subsection 38.06(2)
further mandates a balancing of the public interest in disclosure against the public interest in non-

disclosure, as evidenced by the use of the term “outweighs’.

[90] Had Parliament intended that there be a presumption of non-disclosure this would have been
explicitly included. | would agree with the findings of Justice Blanchard, previoudly noted above,
that subsection 38.06(2) of the Act does not specify the test or the factorsto be considered in
weighing the competing interests, nor does the Act contemplate an obvious imbalance between the

public interest in national security and the public interest in the administration of justice.

[91] Aswasfurther recognized in Ribic, above at paragraph 13 by the Court of Appeal, the law

asit stands has tasked the Federal Court “with the difficult duty of balancing the competing public
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interests which, in [that] case, involve the protection of sensitive information and the protection of

an accused's congtitutional rightsto afull answer and defence and to afair trial.”

[92] Though acertainlevel of deference is owed to the decision of the Attorney Genera not to
disclosure certain information, as evidenced by the approach that is taken by the Court in the second
step of the section 38.06 test outlined above, it is equally clear that Parliament has tasked the
Federa Court with the responsibility of balancing the competing public interests, subject to the
override clause found in section 38.13. Aswas described recently by Chief Justice Lutfy in
Khawaja, the three part test set out in Ribic in fact “establishes a balanced and nuanced approach to

assessing disclosure’: above, at para. 46.

[93] Taking dl of the above into account, | endorse the approach taken by Justice Blanchard in
Ribic v. Canada (Attorney General), 2003 FCT 10 and Justice Lemieux in Kempo. A case by case
approach is the most appropriate approach to be taken under subsection 38.06(2) when the
balancing step of the test is engaged, and the Court is free to consider those factorsit deems
necessary in the circumstances including but not limited to those noted by the Federal Court of

Appeal in Hijos at paras 16, citing Khan at para. 26.

[94] Aswasfurther noted by my colleague Justice Lemieux in Kempo at paragraph 108, thereis
also no presumed starting point to thisanalysis, it isin the application of the factors that the scales

are tipped one way or another.
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(if) Whether theright to make full answer and defenseisapplicablein as. 38
proceeding;
[95] The applicant assertsthat the right to make full answer and defenseisa crimina law based
right, and that itsinterplay with the recognized heads of privilege must therefore occur in the
crimina context. As section 38 is an evidentiary provision arising ancillary to the main proceeding,

these issues are meant to be |l eft for consideration in that context.

[96] To support thisargument, the applicant characterizes section 38 as a complete code. In this
respect, the applicant notes that section 38.14 of the Act provides that the * person presiding at a

crimina proceeding may make any order that he or she considers appropriate in the circumstances
to protect theright of the accused to afair tria, aslong as that order complies with the terms of any

order made under any of subsections 38.06(1) to (3) in relation to that proceeding”.

[97] Onthebasisof this provision, the applicant asserts that it istherefore clearly for the judgein
the criminal tria to determine whether the accused’ sright to make full answer and defence has been
affected by aruling made under section 38.06 of the Act by a designated judge. It therefore does not
form part of the test which the designated judge applies, rather, the section 38 scheme providesfor a
balancing of public interests. Therefore, if the respondent establishes that without the disclosure
information at issue hisinnocence will be at stake, or aternatively if he establishes that the
information is crucial to his defence, then the designated judge can weigh it in the balance against

the public interest in non-disclosure.
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[98] Therespondent submits that the decision of the Court of Appeal in Ribic clearly refutesthe
argument made by the appellant. The respondent asserts that far from being irrelevant, the accused's
right to make full answer and defence and right to have afair tria are central to the balancing test
under section 38. While disclosure will not necessarily be the remedy that is granted, these rights

must be given full consideration in the balancing process conducted pursuant to section 38.06.

[99] Asnoted by the respondent, the Court of Appeal in Ribic had the following to say at

paragraph 13 of its decision:

13 ... The Federd Court - Triad Division has been tasked with the difficult duty of
balancing the competing public interests which, in this case, involve the protection of
senditive information and the protection of an accused's congtitutional rightsto a full
answer and defenceand to afair trial. ...

[emphasis mine]

[100] Similarly, the applicant himself refersto the words of the Supreme Court of Canadain
Charkaoui v. Canada (Citizenship and Immigration), 2007 SCC 9 at para. 77 [Charkaoui], wherein
the following was stated with respect to section 38 of the Act: “it illustrates Parliament's concern
under other legidation for striking a sensitive ba ance between the need for protection of

confidential information and therights of theindividual” [emphasis mine].

[101] Aswas most recently stated by Chief Justice Lutfy in Khawaja, above at paragraph 59,
section 38 “ achieves a nuanced approach that respects the interest of the state to maintain the
secrecy of sengitive information while affording mechanisms which respect the rights of the
accused, including the right to full answer and defense, the right to disclosure and the right to afair

tria in the underlying criminal proceeding”. The mechanisms referred to by the Chief Justice

2007 FC 490 (CanLlI)



Page: 43

included the three-part test as set out in Ribic, in addition to section 38.14: Khawaja, above at paras.

41 and 46.

[102] Clearly the applicant’ s interpretation of the section 38 scheme cannot stand. The rights of
the respondent, which in this case include in particular hisright to afair trial and his right to make
full answer and defense, must be considered in the context of the third stage of the Ribic test. Such
considerationslie at the heart of the balancing procedure. It is worth noting however that the rights

and interests at issue will not be the same in every case.

[103] With respect to applicant’ s arguments regarding section 38.14 of the Act, this section merely
recognizes that the ultimate responsibility to ensure that the right of an accused to afair tria is
respected, fallsto thetria judge. It does not however remove the obligation placed on the
designated judge in a section 38 proceeding to consider al of the competing public interests that are

relevant in agiven case, under the balancing portion of the section 38.06 test.

(i)  What, if any, affect the inadvertent disclosur e of some of the information before
the Court should have on theissuance of an order that thisinformation not be further
disclosed

[104] Thereisevidence before me that some of the information now at issue in this proceeding

has been inadvertently disclosed in the course of the preparation of the crimina case and in the

disclosure of documents by the prosecution to the defence. Indeed it may have been in the

possession of counsel for the respondent for many months as the disclosure process began in 2004.

Evidence was presented in camera and ex parte that where the information concerned foreign
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agencies they had been informed. No evidence was presented that this inadvertent disclosure had

caused any injury to national security or international relations.

[105] The applicant asserts that the inadvertent release of information does not necessarily
congtitute waiver: Sevensv. Canada (Prime Minister), [1998] 4 F.C. 89 (C.A.), arguing that the
court can restrain further use of the materia: Tilley v. Halls (1993), 12 O.R. (3d) 306 (Ont. Ct. Gen.

Div.).

[106] The applicant argues that waiver of privilegeis ordinarily established whereit is shown that
the possessor of the privilege: 1) knew of the privilege, and 2) voluntarily evinces an intention to
waivethat privilege: S & K. Processors Ltd. v. Campbell Ave. Herring Producers Ltd., [1983]
B.C.J. No. 1499 (B.C.S.C.)(QL). The applicant further asserts that in the present case thereisno
evidence that the prosecution or the Attorney Genera ever intended to waive the privilege attached
to the information at issue. Furthermore, at the time the documents were rel eased, the statutory
prohibition imposed by subsection 38.02(1) had not yet come into existence. As such, the

prosecution or police can not be said to have waived a privilege which had not yet crystallized.

[107] In balancing the competing interestsin a case involving inadvertent disclosure, the applicant
submits that the Court must determine the issue based on the particular circumstances of the case,
and that this discretion should be exercised in favour of protection where the disclosure was
inadvertent: Airst v. Airst (1998), 37 O.R. (3d) 654 (Ont. Ct. Gen. Div.). It is submitted that | should
therefore treat the information that was inadvertently disclosed in the same manner as the other

information at issue in the present application.
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[108] The respondent accepts the argument that privilege may still attach to documents that were
inadvertently disclosed to the respondent. That being said, he submits that the fact that these
documents were nonethel ess disclosed effectively undermines the argument that the disclosure of
these materials would be injurious, since there is no evidence that their disclosure has caused any
injury. On this basis the respondent asserts that the disclosure of the inadvertently disclosed items

should therefore be confirmed.

[109] With respect to disclosures made unintentionally, the traditional common law position was
that the privilege was lost and the communication deemed admissible: Paciocco and Stuesser, above
at c. 7(1). More recently however, the Courts have been more forgiving, particularly in the civil
context. For example, the New Brunswick Court of Appeal in Chapelstone DevelopmentsInc. v.
Canada, 2004 NBCA 96, having reviewed the existing case law, held asfollows:
55 Insummary, the genera ruleisthat the right to claim privilege may be waived, either
expressly or by implication. However, inadver tent disclosur e of privileged infor mation
does not automatically result in alossof privilege. Moreisrequired beforethe
privileged communication will be admissible on the ground of an implied waiver . For
example, knowledge and silence on the part of the person claiming the privilege and reliance
on the part of the person in receipt of the privileged information that was inadvertently
disclosed may lead to the legal conclusion that there was an implied waiver. Intheend, itis
amatter of case-by-case judgment whether the claim of privilege waslost through
inadvertent disclosure.

[emphasis mine]

[110] According to Paciocco and Stuesser however, different principles apply in the context of
criminal cases, wherein for example the accused’ s right to make full answer and defence may
discourage courts from using privacy interests to suppress information that might assist the accused;

even though they might suppress smilar informationin acivil case. Conversely, when dealing with
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solicitor-client privilege in this context, where privilege usualy enures to the benefit of the accused,
Justice Arbour remarked in R. v. Fink, 2002 SCC 61, [2002] 3 S.C.R. 209 at para. 49 that
"[u]njustified, or even accidental infringements of the privilege erode the public's confidencein the
fairness of the criminal justice system. Thisiswhy al efforts must be made to protect such

confidences'.

[111] Inthe caseof public interest immunity, it must be kept in mind that it is the information
itself, and not the relationship that is being protected. Taking into consideration the nature of the
interests that are sought to be protected from injury in a section 38 application, inadvertent waiver is
not enough to justify disclosure. In light of the case-by-case nature of the test, the most appropriate
approach isto proceed by way of the same three step assessment; taking into account the fact that
inadvertent disclosure of the information has occurred. Inadvertent disclosure may for example
make it more difficult for the government to demondtrate injury under the second stage of the
assessment. | nadvertent disclosure can aso be considered at the balancing stage of the test, as it
might weigh in favour of the Court considering the release of the information subject to conditions

designed to limit any remaining concerns regarding injury.

(iv)  Whether the Court should confirm the prohibition of disclosure, pursuant to ss.
38.06(3) of the Act, in the present case

(1) Relevancy

[112] To answer the question as to whether the Court should confirm the prohibition of disclosure
in the present case, as was previoudy noted, | must first assess whether or not the respondent has

demonstrated that the information at issue isrelevant. Thisisarelatively low threshold.
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[113] Therespondent hasindicated that he is not seeking the disclosure of any information that
would disclose either investigative techniques or the identity of any operative of any law
enforcement and/or intelligence agency, or the target of any investigation. Beyond these redactions
in which the respondent has no interest, the respondent asserts that his burden to demonstrate
relevance has clearly been met. In this regard, the respondent highlights that the prosecutor, David
McKercher, has conceded that the redacted information is relevant as understood in the context of
Sinchcombe. By giving notice to the Attorney General that he anticipated being required to
disclose, or expected to disclose or cause the disclosure of, information that he believed was
sengitive information or potentially injurious information pursuant to section 38.01(1) of the Act,
the respondent argues that the prosecutor was in fact conceding the relevance of the information at
issuein light of the fact that the duty to disclose under Sinchcombe only extends to relevant
information: Sinchcombe, at para. 20. Given the low threshold of the test for relevance, and the fact
that there is no public evidence tending to undermine Mr. McKercher’ s decision, the respondent
assertsthat his determination should be respected and that the Court should find that the relevance

threshold has been met.

[114] | put this question oraly to the applicant during the hearing, and counsel did not raise any

issue with respect to thisclaim.

[115] Inthe present case, | began with the assumption that the information at issue had been
demonstrated to meet the relevancy threshold as defined by the Supreme Court in Stinchcombe.

However, it has become clear to me as | read the information which the applicant seeksto protect
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that some of it has no bearing upon the case against the respondent. The prosecutor’ s concession
must be interpreted in my view as agenera statement about the documents as awhole and not

applicable to each item of information the documents contain.

[116] Many of the investigators on Project Awaken had broader dutiesto perform and their notes
reflect the fact that they had to deal with other matters including on-going investigations unrel ated
to the case against the respondent. | would include in the irrelevant category anaytical reports of a
general nature some of which were prepared years before the events that gave rise to the charges
againgt the respondent and are not specific to the context of those charges. In these cases |
concluded that there was no need to consider the second or third stages of the Ribic approach with

respect to that information.

(2) Injury to international relations, national defence or national security

Arguments of the Respondent

[117] The second step of the test is the determination of whether disclosure of the information at

issue would be injurious to international relations, national defence or national security, the burden

being on the party seeking non-disclosure to prove that thisis so. The respondent asserts that the

case turns on thisissue, arguing that the applicant has not met his evidentiary burden in this regard.

[118] The respondent hasidentified three main issuesthat militate against a finding that disclosure

would be injurious, namely: 1) the applicant has not provided any public evidence tying any of the
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specific redactions in this case to the potential to cause injury; 2) there is no public evidence that the
applicant has made any efforts to obtain the consent of third partiesto release confidential
information; and 3) there is no public evidence that the applicant has made an assessment asto
whether any of the redacted material is aready in the public domain by virtue of the related criminal
trial in London, England. The respondent reiteratesthat it is the Attorney General who bears the
onus to demonstrate through evidence that the disclosure of the redacted material would be
injurious, and if insufficient evidence has been provided, the court must release the information:

Ribic, above at para. 18.

[119] With respect to the first point, the respondent highlights that the evidence provided by the
respondent is very general in nature. Of the public affidavits provided by the applicant, the
respondent argues that none of the affiants offer insight into why the disclosure of the particular
information at issue would be injurious. The respondent highlights that many of the affiants have
never seen the material, and of those who have only one individual wasinvolved in attaching the
privilege claims to that material. Even that individual however did not tie any of the general
reasoning provided to detailing why the specific redactions would be injurious. As aresult, the
respondent asserts that by failing to provide an evidentiary foundation tying the disclosure of the
specific redactions to any real and serious possibility of harm, the applicant has failed to meet its

burden.

[120] With respect to the second point, the respondent indicates that whileit isto be understood
that pursuant to the “third party rule” information obtained from aforeign source isto be treated in

confidence, this information need not be treated as such if consent to disclose is obtained from that
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source. The respondent asserts on this basis that the applicant has a duty to demongtrate that efforts
have at |east been made to seek such consent, before information can be withheld pursuant to the
third party rule. The respondent argues that there is no evidence that any significant efforts have

been made in thisregard.

[121] With respect to the third point, aside from some evidence from RCMP Inspector Chedey
Parsons on cross-examination to the effect that there was another officer (Diane Gagnon) who
would have been responsible for determining whether any of the redacted material had been made
public inthe UK trial, the respondent argues that thereis no clear evidence that the applicant has

actually discharged its burden in this regard.

Arguments of the Applicant

[122] The applicant argues that disclosure of the information at issue in the present case will harm
Canada’ s nationa security and/or international relations, in several ways, as set out in the private
affidavitsfiled by the applicant which are now in the public record. During oral argument, the
applicant referred in particular to the affidavits provided by the representatives of the Royal
Canadian Mounted Police (RCMP), the Canada Border Services Agency (CBSA), the Canadian
Security Intelligence Service (CSIS), and the Department of Foreign Affairs and International Trade

(DFAIT).

[123] The applicant notesin particular that the affidavit of the representative from DFAIT, Alan

Kessd, speaks directly to the potential harm that would be posed to international relationsin the
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event that senditive or potentialy injurious information were disclosed. The affidavit reflects that
confidentiality is fundamental to the collection and sharing of information between states,
highlighting the importance of the third party rule. The affidavit describes the rule asbeing an
international convention and practice that dictates that all information that is provided by one state
to another or by an agency from one state to another is given and obtained in confidence, unless
there is an express agreement to the contrary. With respect to thislast point, the applicant further

highlighted the importance of the originator control principle to the adequate functioning of the third

party rule.

[124] The affidavit dso noted that Canadais a party to a number of treaties and bound by United
Nations Security Counsel resolutions that address the matter of sharing of information in the context
of addressing terrorism, including: The United Nations Security Council Resolution 1373, UN
SCOR, 2001, 5385™ Mtg., RES/1373 (2001); the United Nations Convention against
Transnational Organized Crime, G.A. Res. 25, annex |, U.N. GAOR, 55th Sess., Supp. No. 49, at
44, U.N. Doc. A/45/49 (Val. 1) (2001) [UN Convention againgt Transnational Organized Crimg];
and the International Convention for the Suppression of the Financing of Terrorism, G.A. Res. 109,
U.N. GAOR, 54th Sess., Supp. No. 49, at 408, U.N. Doc. A/54/49 (Val. 1) (1999) [Convention for
the Suppression of the Financing of Terrorism]. Under the terms of the latter two, Mr. Kessdll
asserts that Canada must maintain confidentiality of information that is shared unless thereisan

agreement to the contrary.

[125] With respect to Inspector Parson’ s affidavit, the applicant submits that it focussed in

particular on the overlap between questions of nationa security and international relations. The
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affidavit highlights the changing nature of the threats to Canada' s security in thisregard, and the
fact that threats posed by terrorism do not recognize national boundaries. As such, these threats call
for a coordinated cooperative international response, which in turn requires the sharing of

information.

[126] Referenceisaso madeto thethird party rule in the context of the work of the RCMP,
particularly in light of the reliance that the RCMP places on its relationships with other agenciesin
Canada and abroad with respect to information and intelligence sharing relating to criminal activity
in Canada. The applicant asserts that the continuation of these relationshipsis imperative to the
work of the RCMP, and it is understood in the context of these relationships that the information

shared will not be used without the consent of the agency providing it.

[127] The applicant further notes that often an explicit caveat isincluded with the information
shared by such agencies, and although it may not be against the law to breach such a caveat, such an
act would represent a significant breach of trust between the recelving and lending agencies. Again
it isnoted that such abreach could have significant consequences, potentialy leading to arefusal to
share further information. Even when the documents do not contain such a caveat, the applicant
assertsthat in the context of the work of the RCMP, such a caveat is always implied. Reference was
further made to the fact that Canadais a net importer of security information. A supplementary
affidavit by Inspector Parsons characterized this concept in terms of aratio of 75 to 1, with respect

to information received by the RCMP versus that provided by the RCMP to its partners.
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[128] Regarding theinformation held by the CBSA, the applicant smilarly highlighted that the
CBSA works with other domestic and foreign agencies, and that the disclosure of information
provided by these groups could equally risk damaging those rel ationships. The applicant asserts that
the sharing of crimina intelligence and information between CBSA and the other domestic foreign
government agenciesiscrucial to its past, ongoing and future investigations. These arrangements
require ahigh degree of secrecy and are based on a high level of trust. Aswas highlighted during
ora argument however, to the extent that the CBSA has dealings with Canadian agencies, the
disclosure of information could not affect international relations, save for the cases in which the

origina source of the information was aforeign one.

[129] Other types of harm were also identified in the CBSA affidavit including the harm that
could be sustained if its investigative methods or techniques were disclosed. In order to be effective,
the applicant asserts that certain methods of operation used by the CBSA to collect crimina
intelligence and investigate crime require secrecy. Similarly, the disclosure of names of individuals
under investigation could cause the subjects of the investigation to change their behaviour to evade
further detection. In addition, the disclosure of details of what is known and not known in an
investigation could provide the subjects and other persons associated with them with information
that could enable them to assess the depth and sophistication of the resources of the CBSA and other
agencies. The applicant also asserts that the disclosure of the identities of those involved in ongoing
investigations, whether as informants or potential witnesses, before such an investigationis
completed and before the cases are brought to court, would cause alarm to such individuals and
make them less likely to assist further or in future investigations. It could also place them at risk of

harm. Disclosure of the identities of the investigators could also jeopardize their safety and limit
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their effectiveness. During oral argument the applicant did recognize however that thereisa
distinction to be drawn between information which may appear in the materials which relates to

other investigations, as opposed to investigations involving the respondent.

[130] With respect to the information collected by CSIS, the applicant highlighted that the
affidavit distinguishes the nature of security intelligence gathering from law enforcement
investigation, noting that in the case of the former, thereis usually no completed offence,
investigations are long-range, and the age of the information does not, in itself, therefore determine
whether its disclosure would be injurious to nationa security. Rather, it isthe nature of the
information, the methods by which it was obtained and the facts of disclosure that may effect

national security interests.

[131] The applicant described secrecy as being an integra component to the work of CSIS, in
addition to its cooperative relationships with government departments and law enforcement
agencies within Canada and abroad. The affidavit evidence provided by CSIS further clarified that
though disclosure may occur within these relationships, no disclosureis routine. In many cases
information is not collected openly and cannot be subsequently disclosed.

[132] For reasons similar to those aready mentioned, the applicant asserts that CSIS has the
following general concernsin relation to national security which are engaged by the potential
release of information collected during the course of its investigationsin that it may:

a) identify or tend to identify Service employees or internal procedures and administrative
methodology of the Service, such as names and file numbers,

b) identify or tend to identify investigative techniques and methods of operation utilized by
the Service;
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c) identify or tend to identify Serviceinterest in individuals, groups or issues, including the
existence or absence of past or present files or investigations, the intensity of
Investigations, or the degree or lack of success of investigations,

d) identify or tend to identify human sources of information for the Service or the content
of information provided by a human source;

e) identify or tend to identify relationships that the Service maintains with foreign security
and intelligence agencies and would disclose information received in confidence from
such sources; and

f) identify or tend to identify information concerning the telecommunication system
utilized by the Service.

[133] Thisisauseful classification scheme with respect to the grounds advanced by the Attorney
General to justify non-disclosure for al of the redacted materia including that from other agencies

and | haverelied upon it generally in assessing the information.

[134] Therespondent, during oral argument, clarified for the Court that heis not seeking
information relating to items @), b) or f) with respect to CSIS or any other agency. With respect to
items ¢) and d), the respondent stated that he was only interested in such information to the extent
that it involved people who were going to be witnesses at the criminal trial, asit would certainly go
to their credibility. With respect to item €), the respondent indicated that thisitem was very much

still at issue as he felt that the third party rule had not been properly claimed by the applicant.

The“Mosaic Effect”

[135] The applicant asserts that in weighing these concerns the ability of an informed reader to

correlate information must be taken into account. Known as the mosaic effect, this principle
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stipulates that each piece of information should not be considered in isolation, as seemingly
unrelated pieces of information, which may not be particularly sensitive by themselves, could be
used to devel op a more comprehensive picture when assessed as a group. The applicant recognized
in ora argument however that thereis some leve of difficulty in applying thisin practice.
[136] The mosaic effect was aptly described by the Federal Court in Henrie v. Canada (Security
Intelligence Review Committee), [1989] 2 F.C. 229 at para. 30 (T.D.), aff'd, 88 D.L.R. (4™ 575
(C.A)) [Henrie] wherein the Court recognized:
30 Itisof someimportance to realize than an "informed reader”, that is, aperson who is
both knowledgeable regarding security matters and is amember of or associated with a
group which constitutes athreat or a potentia threat to the security of Canada, will be quite
familiar with the minute details of its organization and of the ramifications of its operations
regarding which our security service might well be relatively uninformed. As aresult, such
an informed reader may at times, by fitting a piece of appar ently innocuous
infor mation into the general picturewhich he hasbefore him, bein apositionto arrive
at some damaging deductions regarding the investigation of a particular threat or of many
other threats to national security ...
That being said, though it isimportant to keep this underlying principle in mind when assessing
whether or not information could be injurious if disclosed, in light of the difficulty of placing
onesalf in the shoes of such an “informed reader”, by itself the mosaic effect will usually not
provide sufficient reason to prevent the disclosure of what would otherwise appear to be an

innocuous piece of information. Something further must be asserted as to why that particular piece

of information should not be disclosed.

[137] National security and the maintenance of international relations are clearly legitimate
interests of the state. Aswas highlighted by the Supreme Court in Chiaréelli v. Canada (Minister of
Employment and Immigration), [1992] 1 S.C.R. 711 at para. 48, the state has a*“ considerable

interest in effectively conducting national security and criminal intelligence investigationsand in
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protecting police sources’. Similarly, as was noted in Ruby at para. 46, the states' interest in

nationa security and in maintaining foreign confidencesis “sgnificant and legitimate’.

The“Third Party Rule’

[138] The applicant argues that confidentiality is fundamental to the collecting and sharing of
information between foreign states and agencies and that it isin the context of maintaining
foreign confidences that the “third party rule” comes into play. Should thisrule be violated, the
applicant argues that injury could result to Canada’ s international relations and national security. As
was recently stated by the Supreme Court in Charkaoui at para. 68 “ Canadais a net importer of
security information. Thisinformation is essentia to the security and defence of Canada, and

disclosure would adversely affect its flow and quality”.

[139] Generdly speaking, the third party rule dictates that a Canadian agency in receipt of security
intelligence from aforeign government or agency, must obtain their consent prior to disclosing any
of the information: Ahani v. Canada, [1995] 3 F.C. 669 at para. 11 (T.D.) [Ahani]. Aswassimilarly
noted by the Federal Court in Harkat v. Canada (Minister of Citizenship and Immigration), 2005
FC 1740 at para. 63, citing Harkat (Re), 2005 FC 393 at para. 89, one type of information that the
state has alegitimate interest in keeping confidentia includes “[s]ecrets obtained from foreign
countries or foreign intelligence agencies where unauthorized disclosure would cause other
countries or agenciesto decline to entrust their own secret information to an insecure or

untrustworthy recipient”.
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[140] Most recently the third party rule was described in Ottawa Citizen Group Inc. v. Canada
(Attorney General), 2006 FC 1552 at para. 25 [Ottawa Citizen] as concerning “the exchange of
information among security intelligence services and other related agencies. Put smply, the
recelving agency isneither to attribute the sour ce of theinformation or discloseits contents

without the permission of the originating agency” [emphasis mine].

[141] These cases demonstrate that the third party rule is meant to apply to the exchange of
information between foreign states and agencies. As noted by the Court in Ottawa Citizen, the
rule protects both the contents of the information exchanged and its source. That being said, this
principle clearly does not apply to protecting potential sources where no information has been
exchanged, asthisis outside the scope of its purpose. If for example the Attorney General wishes

to keep from disclosing the existence of arelationship, other grounds must be asserted.

[142] Inaddition, as asserted by the applicant, the third party ruleis premised on the originator
control principle, which iswhy the consent of the originating agency or state must be sought before
any information exchanged is released. The importance of this principle hasin fact been recognized
by NATO in setting out the Security System for the North Atlantic Treaty Organization. Brussdls:
NATO Archives. December 1, 1949. DC 2/1: 4 wherein it is stated:
The parties to the North Atlantic Treaty ... will make every effort to ensure that they will
maintain the security classifications established by any party with respect to the information

of that party's origin; will safeguard accordingly such information; ... and will not disclose
such information to another nation without the consent of the originator.
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[143] There are other international conventions to which Canadais signatory that ssmilarly
recognize the need to seek the consent of an originating state with respect to using shared
confidential information. For example, Article 12(1) and Article 12(3) of the Convention for the

Suppression of the Financing of Terrorism,, which entered into force on April 10, 2002, state:

1. States Parties shall afford one another the greatest measure of assistance in connection
with criminal investigations or criminal or extradition proceedings in respect of the
offences set forth in article 2, including assistance in obtaining evidence in their
possession necessary for the proceedings

3. The requesting Party shall not transmit or use information or evidence furnished by the
requested Party for investigations, prosecutions or proceedings other than those stated in
the request without the prior consent of the requested Party.

[emphasis mine]

[144] Similarly, Article 18(19) and Article 18(20) of the UN Convention against Transnational

Organized Crime, which entered into force September 29, 2003 state in a similar context that:

19. Therequesting State Party shall not transmit or use information or evidence
furnished by the requested State Party for investigations, prosecutions or judicial
proceedings other than those stated in the request without the prior consent of the
requested State Party. Nothing in this paragraph shall prevent the requesting State
Party from disclosing in its proceedings information or evidence that is exculpatory
to an accused person. In the latter case, the requesting State Party shall notify the
requested State Party prior to the disclosure and, if so requested, consult with the
requested State Party. If, in an exceptional case, advance notice is not possible, the
requesting State Party shall inform the requested State Party of the disclosure without
delay.

20. Therequesting State Party may requirethat therequested State Party keep
confidential the fact and substance of the request, except to the extent necessary to
execute therequest. If the requested State Party cannot comply with the requirement of
confidentiality, it shall promptly inform the requesting State Party.

[emphasis mine]
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[145] Clearly, the purpose of the third party rule isto protect and promote the exchange of
sendgitive information between Canada and foreign states or agencies, protecting both the source and
content of the information exchanged to achieve that end, the only exception being that Canadais at
liberty to release the information and/or acknowledge its sourceif the consent of the original

provider is obtained.

[146] In applying this concept to aparticular piece of evidence however, the Court must be wary
that this concept isnot al encompassing. Firs, thereis the question of whether or not Canada has
attempted to obtain consent to have the information released. | would agree with the respondent that
it is not open to the Attorney Genera to merely claim that information cannot be disclosed pursuant
to the third party rule, if arequest for disclosure in some form has not in fact been made to the

original foreign source.

[147] Second, as noted by the Court in Ottawa Citizen, where a Canadian agency is aware of
information prior to having received it from one or more foreign agencies, “the third party rule has
no bearing”. In such a case the information should be released unless another valid security interest
has been raised: Ottawa Citizen, above at para. 66. By way of comparison, it can similarly be
argued that where information is found to be publicly available before or after it isreceived from a
foreign source, the third party rule equally has no bearing so long asit isthe public sourcethat is

referenced.
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[148] Third, as previously highlighted, the third party rule does not operate to protect the mere
existence of arelationship between Canada and aforeign state or agency, absent the exchange of

information in agiven case.

[149] It seemed to me in reading the materials before the Court in the present case, that in some
instances, the rule had been utilized beyond its proper scope by the redaction of any reference to
aforeign agency even where it was apparent from the context which country and agency was
involved and where there was no exchange of information which needed to be protected. This
was apparent, for example, with respect to periphera contacts with aforeign intelligence agency
which insists that no mention isto be made of its involvement in the case, however marginal.
Moreover, the notion of what constitutes a third party seems to have been confused on occasion
with those holding the black pen extending it to information obtained from other Canadian
agencies as opposed to their foreign counterparts or simply to mentions of the Canadian agency.

This appliesin particular to the involvement of CSIS.

[150] CSIS has acknowledged an investigative interest in the respondent up to hisarrest on
March 29, 2004, assistance and involvement with surveillance of his movements and their presence
on the date of the RCMP search of his home. But those holding the black pens seem to have
assumed that each reference to CSIS must be redacted from the documents even where thereisno
apparent risk of disclosure of sensitive information such as operational methods or investigative
techniques or the identity of their employees. | acknowledge that there can be instances in which an
informed reader will connect the dots to obtain such information but that does not apply in every

case.
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[151] There are multiple appearances in the materials, for example, of atable listing indices
which had been periodically checked for information (documents 1009 - 1017, 1264, 1279) such
as the Canadian Police Information Centre (CPIC). This table includes the law enforcement and
intelligence sources that one would expect to see checked for information concerning a possible
security threat to Canada. One would expect CSIS to be included and surprised if they were not.
Referencesto “CSIS’ are the only third party rule claims on these pages. The witnesses could

not satisfactorily explain to me how disclosure of that fact, obvious from the context, could cause

injury to national security.

[152] The question of what efforts have been made to obtain consent to disclosure from foreign
agencies where the third party principle was being invoked was an issue of particular concern to me
as| heard the ex parte and in camera evidence of witnesses from each of the concerned agencies. |
pressed them repeatedly to describe the efforts and the responses received. | am satisfied from the
evidence of the witnesses that good faith efforts were made and continue to be made to obtain such
consent. It is my understanding that responses had been received from most agencies prior to the
completion of the hearings confirming the positions earlier conveyed through the caveats attached to

their information.

[153] Correspondence from a UK intelligence agency was filed with the court. The
correspondence referred to the information provided to their Canadian counterparts and explained in
terms which | found reasonable why consent could not be given to its disclosure. This pertained to

the continuing severe security threat to that country and to ongoing investigations. In another
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instance, a US agency agreed during the hearing to the disclosure of a significant document that had

been previoudy subject to arestrictive cavedt.

[154] Accordingly, | am not prepared to find that the Attorney General hasfailed in his obligation
to seek consent to the disclosure of relevant information that is subject to the third party rule. | note,
however, that it remains open to the Attorney General at any time to exercise the discretion afforded
him by section 38.03 to disclose information which is subject to the prohibition under subsection

38.02(1).

Other evidentiary considerations

[155] Theimportance of protecting international relations and its link with national security has
been well recognized. For example, in Ribic, above at paragraph 27 the Court of Appeal referred to
“the fact that prgjudice to international relations may be of such a nature and magnitude asto
compromise national security and defence’. One can aso clearly imagine how these concepts could

be intertwined in the context of the same documentary material.

[156] Thereisasoample support for the position that the disclosure of information such asthe
identity of targets of investigations, the identity of sources, the identification of means and methods,
the identification of those involved, and in some cases whether or not an investigation isbeing
carried out, can all reasonably lead to the conclusion that an injury to national security could result if
such information was disclosed: Kempo, above at paras. 88 —91; see also: Gold v. The Queenin

Right of Canada, [1986] 2 F.C. 129 (C.A.) at 139 [Gold] and Henrie at paras. 29 -31. Recognizing
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the force of this position, the respondent has made it clear that he is not interested in the disclosure

of thistype of information.

[157] | must dso ensurethat thereisasound evidentiary basisto every clam, though a
considerable amount of deferenceis owed to the opinion of the Attorney Genera with respect to the
nature of the injury that would result from disclosure in light of the Attorney General’ s protective
role vis-avis the security and safety of the public, and though | must accept his assessment of the

injury where it isreasonable,: Ribic, above at paras. 18 - 19.

[158] Inaddition, aswas noted by the Supreme Court of Canadain Ruby at para. 27: “[i]n al cases
where aparty is before the court on an ex parte basis, the party is under aduty of utmost good faith
in the representations that it makes to the court. The evidence presented must be complete and
thorough and no relevant information adverse to the interest of that party may be withheld”. Aswas
further noted in Charkaoui (Re), 2004 FCA 421 at para. 153 “[t]he principle of full and frank
disclosurein ex parte proceedingsis afundamental principle of justice”, see also: Khawaja, above

at para. 22. The Attorney General istherefore under an obligation to ensure that the information
presented to the Court is complete, and that due diligence has been met with respect to ensuring that

the privileges are properly claimed.

[159] Counsdl for the applicant devoted a considerable amount of time with the witnesses during
the hearings reviewing the claims. In this process, some information was found to have been

misidentified and classified under the wrong claim heading. With respect to six documents, no
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section 38 claims were found at all. Counsel responded to al of the questions raised by the court

and awitness was recalled to address inconsistencies in the documents and the affidavit evidence.

[160] Due diligence aso means taking stepsto ensure that the information over which aclamis
asserted under section 38, is not already publicly available. In the context of this case, the question
was largely whether the information at issue had been disclosed at the UK trial and was thereforein
the public domain. At the outset of this proceeding, | had assumed that to be the case. Asmy
understanding of the information at issue increased, it became evident that thiswas not going to be a
significant factor. | would stress again, however, that the respondent is already in possession of the

key evidence introduced against the Crevice defendants through the disclosure process.

[161] The Attorney Genera provided ex parte evidence that certain information which had been
disclosed by the UK authorities to their Canadian counterparts had not been introduced at the
London trial and indeed, had not been disclosed to the prosecution team in that case as it was not
relevant to the particulars of the offences charged, notably the time-frame. It also became apparent
that much if not most of the information constitutes intelligence that while shared with other
countries, had been protected at source, was not admissible evidence and had not been publicly

disclosed by the originator.

[162] | would also note that it was open to the respondent to provide evidence or submissions to
the Court as to what had been publicly disclosed abroad had he been in possession of that
information. That was not done, as counsdl said during oral argument, due to alack of resources.

The Attorney General does not, of course, suffer from the same financia constraints. Nonetheless, |
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am satisfied that the Attorney General did not seek to protect evidence that was introduced and
made public in the UK proceedings. Evidence from that case that is material to the charges against

him has been disclosed to the respondent.

(3) Balancing of public interests

[163] Asprevioudy noted, the third step of the test consists of determining whether the public
interest in disclosure outwel ghs the importance of the public interest in non-disclosure, and it isthe
party seeking disclosure that bears the burden of proving that the public interest scaleistipped inits

favour: Ribic, above at para. 21. This assessment is made on a case-by-case basis.

[164] Thereisclearly apublic interest in maintaining the confidentiality of the information at

issue, particularly in the context of national security. Aswas similarly found by the Court in Kempo:

110 Astothe nature of the public interest sought to be protected, the redacted
information relatesto how CSI'S, Canada’'sintelligence service, oper ates. Clearly, as|
have found, such disclosureisinjuriousto the public interest. | adopt the words chosen
by Justice MacKay in Sngh (J.B.) v. Canada (Attorney General), [2000] F.C.J. No. 1007, a
case where the R.C.M.P. Public Complaints Commission sought disclosure of documents
related to the 1997 APEC Conference. Justice MacKay, at paragraph 32, stated:

« Thepublicinterest served by maintaining secrecy in the national security
context isweighty. In the balancing of public interests here at play, that
interest would only be outweighed in aclear and compelling case for
disclosure. [emphasis mine]

[165] The Court in Kempo ultimately found that the importance of disclosing the redacted

information did “ not outweigh the public interest in keeping that information from disclosure’:
above, at para. 109. The Court stated further that the case for disclosure had been measured “ by
factors such as whether the redacted information would provide evidence which would assist the

plaintiff to prove afact crucia to his claim; whether there exists aternative ways of proving the
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plaintiff's case without disclosing the injurious information and how serious ... the issue being
litigated” was: Kempo, above at para. 111. In the Court’ s assessment, none of those factors favoured
the disclosure of the information to the plaintiff.

[166] In the present case, the respondent acknowledged that the nature of the public interests
sought to be protected in the present case are nationa security and international relations but argued
that these interests must be juxtaposed against the corresponding rights of the accused to make full
answer and defense and to have afair trial. According to the respondent, there can be no comparison
between Charter protected rights and the government’ s objective of national security. As such,
where a section 38 application operatesin the crimina law context, the Court must give greater
weight to the congtitutionally protected rights. While | agree with the respondent that hisfair tria
rights are an important factor, | do not accept that they “trump” national security or international
relationsin every case particularly where, as here, it isnot at al clear that there would be any

infringement of the right to make full answer and defence by non-disclosure of thisinformation.

[167] Beyond noting that whether the evidence in question will “probably establish afact crucia
to the defence” is but one factor to be considered, little further argument was offered by the
respondent to explain how the information at issue would assist him with presenting a defence at
tria. Isit of note that it was open to the respondent to seek the leave of the Court to present ex parte

evidence in hisown right to address thisissue, however he choose not to exercise this option.

[168] The respondent emphasizes that the charges against him are very serious, and upon
conviction, would almost certainly result in alengthy period of imprisonment. As such, the

respondent asserts, correctly in my view, that this factor favours him.
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[169] Having not seen the information, the respondent states he cannot comment on whether its
admissibility should be arelevant factor. To the extent any of the information is not directly
admissible, the respondent asserts that it will undoubtedly at minimum provide a useful basis for
cross-examination of various Crown witnessesin atrial where the reliability and credibility of
the Crown witnesses will be a central issue. As | have observed above, thisis a dubious
proposition. With the possible exception of the Babar material, it isnot at all clear to me from
my detailed review of the information that it will be of assistance to the respondent for the
purpose of cross-examination. With regard to Babar, | question whether the abstracts of the FBI
interview notes could serve as a proper basis for cross-examination. In any event, the respondent
has available to him the lengthy summary of those notes, which | have found to be accurate,
complete and not inconsistent with the abstracts, Babar’ s statement to the police and his

testimony at the UK trial.

[170] The respondent further highlights that the main obligation rests on the Crown to
demonstrate that other reasonable ways to get the information have been tried, such as obtaining
consent from third parties and/or ensuring that the information is not already available publicly. |

have discussed this factor above in relation to the evidence tendered in the ex parte hearings.

[171] The respondent asserts that this proceeding can hardly be considered a general discovery
or fishing expedition as the prosecutor has conceded the relevance of the information. As noted,
this concession has to be interpreted as general in nature and not specific to each item of

information.
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[172] During ora argument the Court requested what further ass stance the respondent could
provide to the Court, to assist the Court in understanding what types of information he felt would be
useful to him in the criminal trial, and in determining what approach the Court should take in

assessing the information.

[173] The respondent suggested that the Court utilize the v-codes which appear in thefirst version
of the volumes. As discussed above, | have found that the v-codes are not a consstently accurate

guide to the nature of the privilege claims.

[174] For those redactions that concern matters solely of investigative technique, the name of an
informant, or the name of an operative, the respondent reiterated that these redactions could be
excluded from consideration. So too could items clearly falling solely under section 37 claims. With
respect to the remaining redactions, those which were claimed solely or in part on the basis of
nationa security, international relations, the third party rule and so on, the respondent argued that
before the Court considered the substance of the document, the Court must first assess whether there
was any evidence supporting the rationale claimed. If the burden was not met, there was no need to
go any further. It was only if anything remained after al these considerations were taken into

account that the Court would even need to turn its mind to the balancing test.

[175] With respect to the material witness Babar, the Court asked if there was particular
information that the respondent would be interested in receiving. The Court invited further written

submissions on the subject, though none were provided. Orally, the respondent stated that it had
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been confirmed that thisindividual had met with police officials from the United States, Canada and
England for anumber of days with no video or audio recordings being made. The respondent
highlighted that this was a“tremendous concern”. He further noted that the specifics of the
“compensation package” that had been offered was a so being withheld. He stated that these issues
went to the credibility of akey witness, awitness that the Crown proposed to cal first in thetrial.
The respondent therefore requested that if there was any documentation at all amongst the 506
documents at issue that in any way related to what the authorities did with this man, particularly
with respect to what they promised him and what they had delivered to him so far, then they would

like to have that information.

[176] The respondent confirmed he had the transcript relating to Mr. Babar’ s plea, aswell asthe
summary of aseries of interviews conducted with the witnessin New Y ork City. When asked what
el se the respondent wanted, he reiterated that he wanted to know what was promised to the witness.
The respondent further stated that the summary and plea were not enough. He a so wanted to know
what documentation had been put before thisindividua during the nine or ten days he wasin police
custody.

[177] The pleaagreement with the US Attorney's office referred to above indicates that the US
Attorney undertook to seek a departure from the normal sentencing guidelines that would apply to
the charges to which Babar pleaded guilty and would support his entry into the US witness
protection program in exchange for his pleas and his testimony. From my review of the 23 volumes
before the court, there is no information which the Attorney General seeksto protect that would

describe any other formal or informal arrangements entered into between the US authorities and
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Babar. Similarly, the terms under which he was granted immunity to testify in the UK, or

presumably in Canada, are not included in the redacted information before the court.

[178] Aswas noted by the Court in Canada v. Sngh, 2002 FCT 460 at para. 9 [Sngh] it isnot
enough for the respondent to smply assert apublic interest in having afair and equitable tria. The
assessment required by section 38 of the Act requires that each party present his point of view and

support it, if necessary, with appropriate evidence.

[179] Inthe present case the respondent has not provided the Court with much assistancein
performing itstask. It has been difficult in particular to assess what information, if any would
“probably establish afact crucial to the defence’ as the respondent has not shared any information
with the court as to what his defence or defences might be, apart from what was noted above. Thisis
afactor to consider at the balancing stage of the test, particularly in light of the significance of

releasing information which has passed the second stage of the test.

CONCLUSIONS

[180] Inreviewing the information which the Attorney General seeksto protect, | have considered
whether: a) the respondent has met his onus of demonstrating the relevance of the information in the
sensethat it may reasonably be useful to the defence; b) the applicant has met his onus of

demonstrating that disclosure of the information would cause the alleged and feared injury with
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factual evidence and on a reasonableness standard; and ¢) where | have found that injury has been
established, that the respondent has met his onus of showing that the public interest in disclosure

outweighs the public interest in non-disclosure.

[181] | wishto stress, as was stated by my colleague Justice Blanchard in Ribic v. Canada
(Attorney General), 2003 FCT 10 at paragraph 22 of his reasons, in every section 38 application “|
am of the view that the Court may consider different factors in balancing the competing public

interests” and that “[t]he breadth of the factors may well vary from case to case.”

[182] Asprevioudy noted, notwithstanding the prosecutor’ s concession that the information is
Sinchcombe relevant, thereis a considerable amount of information in the documentsthat is
immaterial to the case against the respondent and will not reasonably be useful to his defence.
Accordingly, | have determined that the respondent has not met his onus to demonstrate the

relevance of that information and | will confirm the prohibition of disclosure.

[183] With respect to the witness Babar, | am satisfied that document 6883 isafair and accurate
rendition of the content of the FBI interview notesin so far asthey relate to Operation Crevice and
to the respondent’ s alleged involvement in that conspiracy. The information excluded from the
content of those notes relates to other ongoing investigations and is neither excul patory nor
contradictory to what is contained in document 6883. The Attorney Genera’ s decision to protect the
FBI documentsis reasonable in these circumstances and the public interest in their non-disclosure
outweighs the respondent’ sinterest in their release particularly as the information relevant to the

respondent is available to him in another form.
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[184] Regarding certain other information in the documents, some of which | have described
above, | am satisfied that no injury has been demonstrated by the applicant. Those documents will
beidentified in the order to follow and will be ordered disclosed to the respondent subject to any

other claims of privilege which the Crown may assert before thetrial court.

[185] | conclude that the Attorney Genera has met the onus upon him to establish that the
disclosure of most of the information at issue would be injurious to national security or to
international relations. Thisincludes certain information which has been inadvertently disclosed to
the respondent and is currently in the possession of his counseal. As such, thisinformation will be

restricted from further disclosure.

[186] However, | have aso concluded that in the particular context of this application where the
respondent faces serious criminal charges for which he could receive a lengthy sentence of
imprisonment should he be convicted; the public interest in disclosure outweighs the public interest
in non-disclosure to the extent that it would be appropriate to provide a summary of the information

as contemplated by subsection 38.06(2) of the Act.

[187] Accordingly, | will provide asummary in the form of a schedule to my order which will list
each of the documents, the pages on which the section 38 redactions are to be found, a brief
description of the subject matter, the grounds upon which the Attorney General has based his claims
for protection and my decisions with respect to whether further disclosure is authorized or not for

each item. The schedule will be released to counsel for the parties, subject to the condition that its
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use be limited to the criminal proceedings as required and that it not be further disclosed. The order
will include a direction that the schedule be made available to the prosecutor and to the trial judge
should it prove necessary for thetrial court to consider whether the respondent’ sfair tria rights

have been infringed as aresult of this process.

“Richard G. Mosley”
Judge
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